UNITED STATES CYBER COMMAND
9800 SAVAGE ROAD, SUITE 6171 '
FORT GEORGE G MEADE, MARYLAND 20755

" Re: 23-R054 W73 W

Colin Aamot

DearMr. Aamot,

~ This letter responds to the enclosed Freedom of Infofin’ation Act (FOIA) request,
- submitted to U.S. Cyber Command on September 15, 2023. . ‘

~ We have enclosed the requested iriformation. Some information is exempt from
disclosure under the FOIA, title 5, United States Code, section 552(b)(6) because we have
determined that privacy interests exist which outweigh public interest in disclosure.

: If you are not satisfied with our action on this request, you may seek dispute resolution
services from the Department of Defense (DoD) FOIA Public Liaison or the Office of
- Government Information Services. You also have the right to file an administrative appeal.
- Contact information for each resource is enclosed. ‘

- CARMEN A. COLLINS, MLIS
FOIA Program Manager

Enclosures:
a/s



FOIA Exemption Cited: *

(b)(6) — information in personne] and medical
files and similar files, the disclosure of which
would constitute a clearly unwarranted invasion
of personal privacy.

DoD FOIA Public Liaison:

Ms. Virginia Burke -

Phone: (571) 372-0462

Email: osd.mc-alex.oatsd-pclt.mbx. foia-
liaison@mail.mil

Office of Government Informatlon
Services: :

Office of Government Information Services
National Archives and Records
Administration - ‘

8601 Adelphi Road — OGIS

College Park, MD 20740-6001

 Email: ogls@nara gov

Phone: (202) 741-5770

Toll Free: 1-877-684-6448

Fax: (202) 741-5769

. Re: 23-R064
Administrative Appeal: **

Mr. Michael Kremlacek
Acting Assistant to the Secretary of Defense

_for Privacy, Civil Liberties and Transparency

(PCLT)
Office of the Secretary of Defense
4800 Mark Center Drive”

ATTN: PCLFD, FOIA Appeals

Mailbox #24
Alexandria, VA 22350-1700
Email: osd.foia-appeal@mail.mil

* The FOIA provides that a federal agency or
department may withhold responsive records
only if: (1) the agency reasonably foresees that
disclosure would harm an interest protected by
one of the nine exemptions; or (2) disclosure is
prohibited by law. 5 U.S.C. §552(2)(8)(A)(D).
Note that we have considered the foreseeable
harm standard when reviewing the records and
applying FOIA exemptions. This standard is-
used to determine whether information may be
disclosed even if it techmcally falls within an
exempt1on

*k 'Appeal should cite case number above, be
clearly marked “FOIA Appeal” and filed

" . within 90 calendar days from the date of this

letter.



FOIA Request 859446

'23-R064

The followmg hst contains the entlre submission submitted September 15, 2023 10: 50 18am ET,and is -

formatted for ease of viewing and prmtmg

Contact information

First name - Colin
Last name : Aamot

Mailing Address
City o
State/Province -
Postal Code
Country

Phone

'Em‘ail

- Request

Request ID - 859446

~ Confirmation ID | 858866 -



Request description

23-R064

Dear FOIA Officer, Pursuant to the Freedom of
Information Act, 5 U.S.C. § 552, and the implementing
FOIA regulations of the agency, [ respectfully request
the following: A copy of all internal policy documents,
memorandums or guidance pertaining to FOIA
processing and procedures, FOIA Appeal processing
and procedures, and Mandatory Declassification
Review (MDR) processing Policy and Procedures
between 2018 and present. Please include any and all
documents relating to steps the agency takes when
processing or deconflicting with other agencies when

- processing FOIA requests, Appeals, or MDR requests.

I also hereby request a list of the oldest 50 FOIA's still

open with the Agency including the request date,

request body/text, and requestor.{l am amicable to a

rolling production as records are available. To further
narrow down the scope of the request, requester does
not seek correspondence that merely forwards press
clippings, such as news accounts or opinion pieces,
newsletters, and published or docketed materials, if that:
correspondence has no comment or no substantive
comment added by any party in the thread.The terms
“pertaining to,” “referring,” “relating,” or “concerning”
with respect to any given subject means anything that
constitutes, contains, embodies, reflects, identifies,
states, refers to, deals with, or is in any manner
whatsoever pertinent to that subject. The term “record”
means any written, recorded, or graphic matter of aiy
nature whatsoever, regardless of how recorded, and
whether original or copy, including, but not limited to,
the following: memoranda, reports, expense reports,

" books, manuals, instructions, financial reports, working

papers, records, notes, letters, notices, confirmations,
telegrams, receipts, appraisals, pamphlets, magazines,
newspapers, prospectuses, initer-office and intra-office
communications, electronic mail (emails), MMS ot
SMS text messages, instant messages, messaging
systems (such as iMessage, Microsoft Teams,
WhatsApp, Telegram, Signal, Google Chat, Twitter
direct messages, Lync, Slack, and Facebook
Messenger), contracts, cables, telexes, notations of any
type of conversation, telephone call, voicemail,
meeting or other communication. Please comply fully
with 5 U.S.C. § 552(b)..To further narrow down the
scope of the request, the requester does not seek
correspondence that merely forwards press clippings,
such as news accounts or opinion pieces, newsletters,
and published or docketed materials, if that
correspondence has no comment or no substantive
comment added by any party in the thread.
Accordingly, without limitation to the foregoing, if any
portion of this request is denied for any reason, please
provide written riotice of the records or portions of



23-R064

Supporting documentation

Fees

Request category ID ’ | ‘ media
Fee waiver , : , yes

This request is primarily and fundamentally for non-
commercial purposes. The requested information is in
the public interest because there trust in government is
at historic lows; and the American people deserve
transparency with regards to the agency's operations
and disclosure of core information. Because this is a
request by a member of the news media for information

- of public interest, made in my capacity as an
investigative journalist and author , I actively gather
; information of potential interest to my audiences, and I

Explanation - use my editorial skills to turn raw materials into a
distinct work. I furthermore distribute that work to my
audience through podcasts or articles through multiple
outlets. I request that you waive all applicable fees
associated with this request. If you deny this request for
a fee waiver, please advise me in advance of the ‘
estimated charges if they are to exceed . Please send
me a detailed and itemized explanation of those
charges. If you have any questions, or feel you need
clarification of this request please contact me at
| | |

- Willing to pay 50

Expedited processing

Expedited Processing - - : : no



Re: FOIA #23-R064 — U.S. Cyber Command’s 50 Oldest Freedom of Information Act (FOIA) Requests as of July 23, 2025

Case #

Requester Name

Request Description

Received

19-R002

Joseph Cox

A copy of the unclassified USCYBERCOM Cyber Force Concept of Operations &
Employment (CFCOE) V4.1, 22 July 2014.

7/11/18

- 19-R026

Michael Martelle

The document “Cyber Force Concept of Operations and Employment (CFCOE)”
published July 22, 2014.

9/21/18

19-R045

Michael Martelle

The draft of the Cyber Force Concept of Operations and Employment (CFCOE)
Version 3.3 dated November 20, 2013.

3/19/19

19-R050

Michael Martelle

Joint Cyberspace Training and Certification Standards (JCT&CS) v1.2.

4/10/19

21-R048

Mark Pomerieau

‘I am requesting records and after action reviews of exercises U.S. Cyber Command

has conducted or participated in from Jan. 1, 2018 to present.

4/5/21

21-R053

Mark Pomerleau

~

After action reviews from Cyber National Mission Force collective training events
U.S. Cyber Command conducted from Jan. 1, 2018 to present prepared by U.S.
Cyber Command. Analysis from Cyber National Mission Force collective training
events U.S. Cyber Command participated in or conducted from Jan. 1, 2018 to

" present prepared by U.S. Cyber Command. | request electronic copies of

documents including, but not Ilmlted to, memos, PowerPoint presentations, status
reports and/or reports.

4 7M221

21-R054

Aaron Schaffer

Documentation associated with the Election Security Group. Please include any
PowerPoint slideshows, operational notes and memos, recorded audio/video data
and after action/Battle Damage Assessment reporting that may aiso be releasable.

7/15/21

21-R055

Jbseph Cox

All slides, memos, briefs, instruction manuals, guidelines, related to
PREVALENTCHEF, from 1st January 2020 to the present.

.8/3/21

21-R056

Joseph Cox

All slides, memos, briefs, instruction manuals, gwdellnes related to WOLFDOOR
2.0, from 1st January 2020 to the present.

8/3/21

10

21-R057

Joseph Cox

All slides, memos, briefs, instruction manuals,.guidelines, related to
GREENMONKEY, from 1st January 2020 to the present.

8/3/21

1

22-R015

Cristin Monahan

For the period from September 2014 to January 2016, any after action reports,
participant lists, exercise scenarios or inject materials, or budgetary documents
related to exercise Cyber. Guard 15.

12/1/21

12

22-R032

Joseph Cox

All invoices, purchases orders, contracts, loan agreements, procurement
documents (but not limited to solicitation documents or notices of proposed
contracts, proposed bids, unsolicited proposals, and/or documents justifying
contracting without full and open competition), relating to Award D
HB00011990002.

| 1725122

13

22-R033

Joseph Cox

All invoices, purchases orders, contracts, loan agreements, procurement
documents (but not limited to solicitation documents or notices of proposed

1/25/22

contracts, proposed bids, unsolicited proposals, and/or documents justifying




contracting without full and open competltlon) relating to Award ID
HB000120F1003.

14

22-R034

Joseph Cox

All invoices, purchases orders, contracts, loan agreements, procurement
documents (but not limited to solicitation documents or notices of proposed
contracts, proposed bids, unsolicited proposals, and/or documents justifying
contracting without full and open competition), relating to Award ID
HB000121F1060.-

1/25/22

15

22-R035

Joseph Cox

All invoices, purchases orders, contracts, loan agreements, procurement
documents (but not limited to solicitation documents or notices of proposed
contracts, proposed bids, unsolicited proposals, and/or documents justifying
contracting without full and open competition), relating to Award 1D
HB000121C1000.

1/25/22

16

22-R036

Joseph Cox

All invoices, purchases orders, contracts, loan agreements, procurement

‘documents (but not limited to solicitation documents or notices of proposed

contracts, proposed bids, unsolicited proposals, and/or documents justifying
contracting without full and open competition), relating to Award ID
HBO00121F1061.

1/25/22

17

22-R037

Joseph Cox

All invoices, purchases orders, contracts, loan agreements, procurement
documents (but not limited to solicitation documents or notices of proposed

~contracts, proposed bids, unsolicited proposals, and/or documents justifying

contracting without full and open competition), relating to Award ID
HB000121F1054.

1/25/22

18

22-R050

Caroline Meneau

All'non-classified communications and documents sent to, sent by, created by, orin
the possession (or former possession} of Timothy J. White, VADM, USN (ret.)
relating to NotPetya, a malware involved in a June 27, 2017 global incident.

" All communications and documents describing the processing of this request;

including records sufficient to identify search terms used and locations and
custodians searched, and any tracking sheets used to track the processing of this
request. If the United States Cyber Command uses FOIA gquestionnaires. or
certifications completed by individual custodians or components to determine
whether they possess responsive materials or to-describe how they conducted
searches, | also request any such records prepared in connection with the
processing of this request.

5/18/22

19

22-R067

Andrew Martin

1. Any and all NON PUBLIC damage assessments and incident reports and reports
of investigation relating or referring to'a widely known cyberattack that became
public in-December 2020 and was often referred to as the Solarwinds hack. For

| reference, a Dec. 13 emergency directive from CISA on the incident specifically

mentions Solarwinds Orion products. Such reports may have been filed to CISA
and/or the US Computer Emergency Readiness Team, the Office of Management

9/2/22

and Budget, or Congress. 2. Cost assessments associated with the Solarwinds




hack. The records should include spreadsheets or a similar document itemizing the
funds the agency has spent to date spent to respond to the breach. 3. Any and all
after-action reports and official agency timelines mentioning or referring to the
source of the attack, the response by the agency to the attack and lessons learned.
4. Any and all talking points the agency has prepared relating or referring to the
Solarwinds hack.

20

22-R069

Ryan Milliron

I request any reports, memorandums, contracts, letters, or emails detailing any
relationship between CyberCommand and: Rodney Joffe or; Victor Oppleman;
Raymond Saulino; Packet Forensics; Vostrom Holdings.

9/5/22

21

22-R073

Joseph Cox’

All statements of work, invoices, purchases orders, contracts, loan agreements,
procurement documents (but not limited to solicitation documents or notices of
proposed contracts, proposed bids, unsolicited proposals, and/or documents
justifying contracting without full and open competition), relating to Award ID
HB000121C1004; All emails between the procurement officer and Argonne -Ridge
Group related to Award ID HB000121C1004 from 1st January 2020 to the present;
All emails between the procurement officer and Team Cymru related to Award ID
HB000121C1004 from 1st January 2020 to the present.

9/27/22

22

22-R074

Malcolm Byrne

Orders, mission descriptions, mission requirements, sitreps, after-action reports,
and similar materials relating to a "hunt forward" exercise conducted in Ukraine for
roughly 90 days from December 2021 to January 2022.

9/28/22

23

23-R002

Chris Nelson

Any and all records and communications maintained by the US Cyber Command
regarding Argonne Ridge Group, Inc., 901 International Parkway, Suite 350, Lake
Mary, FL, including: (1) All training documents pertaining to the use of any Augury
Platform products or services, including but not limited to PowerPoint presentations,
handouts, manuals, webinars, promotional materials, or lectures. (2) All email
communications with representatives of Argonne Ridge Group (argonneridge.org)
concerning their paid data product and / or services or world wide web monitoring
and / or information collection products and / or services, including the attachments
to those emails. (3) Emails, email chains, email attachments with any local, state,
federal law enforcement agencies and / or fusion centers regarding situational
awareness; alleged criminal activity; public safety; geolocation data; geo-filters;
potential threats; ransomware; IMAP/POP/SMTP data; web browser activity data;
UserAgent data; and URL accessed data wherein the information was derived from
the use of any Argonne Ridge Group product and / or data. (4) Copies of any
Privacy Impact Assessments published concerning the use of Argonne Ridge Group
products and / or data. Please provide records from January 01, 2017, to present.

10/5/22

24

23-R008

Sallkai

Any reports, presentations, or proposals sent to leaders of the U.S. Cyber
Command related to Cyber Command personnel and recruiting (topics of interest
are recruitment, retention, and diversity and inclusion). The timeline of interest is
May 1, 2010-Present (November 28, 2022).

11/28/22




25

23-R011

Chris Nelson

Records and communication (definitions below) of General Paul Nakasome,
Commander, U.S. Cyber Command and Director, National Security Agency/Chief,
Central Security Service and Major General William J. Hartman, Commander,
Cyber National Mission Force, U.S. Cyber Command regarding the following Cyber

-Threat Actors or Groups: (1) The Internet Research Agency (2) Project Lakhta (3)

Charming Kitten (4) Static Kitten (5) Remix Kitten (6) Helix Kitten (7) Magic Kitten
(8) Infy that contains the following key words: a) Election (b) Repubiican (c)
Democrat (d) Facebook (e) Twitter (f) Instagram (g) TikTok (h) hunt team Please "
provide records from-August 2019 to present.

1/4/23

26

23-R013

Benjamin Becker

1. -Requester seeks disclosure of all information, documents or communications
prepared or provided by the command to the OSD in relation to (i) the review that
Undersecretary of Defense for Policy, Colin Kahl, ordered from the military
commands that engage in psychological operations, and (i) the earlier review of

-MISO ordered by Kahl, as reported by The Washington Post on September 19,

2022. 2. Requester seeks disclosure of all information, documents, and
communications prepared or provided to OSD:in relation to quarterly information
operations briefings provided by the Secretary of Defense to the congressional
defense committees, as required by statute. 3. Requester seeks disclosure of all
information, documents; and communications prepared or provided:to OSD in
relation to strategy and posture reviews provided by the Secretary of Defense to the
congressional committees, as required by statute. 4. Requester seeks disclosure of
alt information, documents, and communications-in-relation to lexicons or
dictionaries for terms related to information operations, information environment,
operations in the information environment, or information related capabilities, as
DOD is required to develop by statute. 5. Requester seeks disclosure of all
information, documents, and communications prepared or provided to OSD in -
relation to reports for the structuring and manning of information operations
capabilities and forces across DOD provided by the Secretary of Defense to -
congressional committees, as required by statute.

2/15/23

27

23-R018

Alexander Brickner

All releasable exercise material related to Cyber Flag 22 held on July 2022 and .

1 Cyber Flag 23 held in October 2022.

3/26/23

28

23-R042

Colin Aamot

The most recent available organizational hlerarchy charts of USCYBERCOM, any
sub Bureaus, Commissions, or administrations; and organizational hierarchy charts
of any subordinate operational entities such Task Forces or Joint Task Forces
(JTF™).

7/1/23

29

23-R045

Colin Aamot

All Intelligence Information Report (IIR’s), intelligence products, or technical
assessments regarding Bytedance, and Bytedance controlled products including
Tiktok and Douyin regarding threats to and/or assessments regarding national
security, espionage, or intelligence collection.

7/23/23




23-R053

Colin Aamot

A copy of all opened or closed Inspection General Investigations (OIG) for calendar
years 2017, 2018, 2019, 2020, 2021, 2022, and 2023.

9/14/23

1{.23-R054

Colin Aamot

Copies of the Congressional Correspondence Control logs (or similar contro! logs
containing logs of all Congressional correspondence) for calendar years 2010 to
present.

9/14/23

23-R056

Ryan Milliron

| request any reports, memorandums, or analyses in Cyber Command concernlng
the use or potential use of social media bots to support operations.

9/15/23

.[ 23-R060

.
.

PR

Colin Aamot

| request records and documents sufficient (list, spreadsheet, or database) to
account for of all contracts or grants referred for investigation, review, inquiry, or
Office of the Inspector General (OIG) scrutiny due to potential, alleged, or
confirmed fraud, waste, or abuse (FWA) from 2017 to present, including company
details, contract specifics, and documentation of the referral process.

9/15/23

34

73-R062

1y
[}
[y
[y

Colin Aamot

.

All Intelligence Information Reports (lIR's), serialized intelligence, or finalized
intelligence products referencing "Tiktok", "Douyin", or "Bytedance" AND
"Espionage", "SIGINT", "TTPs", "Threat Assessment”, "Chinese Coliection” or
"CCP".

9/15/23

35

23-R063

[y
[y

v
[y

Colin Aamot

A copy of all internal policy documents, memorandums or guidance pertaining to
FOIA processing and procedures, FOIA Appeal processing and procedures, and
Mandatory Declassification Review (MDR) processing Policy and Procedures
between 2018 and present. Please include any and all documents relating to steps
the agency takes when processing or deconflicting with other agenmes when
processing FOIA requests, Appeals, or MDR requests.

| 9/15/23

36

23-R064" -

Colin Aamot

Alist of the oldest 50 FOIA's still open with the Agency including the request date,
request body/text, and requestor.

9/15/23

37

23-R065 Y|

Colin Aamot

.

| request documents sufficient to account for the agency's usage and retention

policies or directives for official communications via Slack, Signal, Microsoft Teams,

Lvnc, or any other internal messaging platforms from 2018 to present.

9/16/23

38

23-R068

i
1
[}

9/26/23

39

23-R070

Colin Aamot

Documents sufficient to account for the number of GLOMAR responses sent
annually for the last 7 years in conjunction with total number of FOIA requests
closed out for the same time period. Copies of all GLOMAR responses/letters sent
to the original requestor for the last 48 months.

9/28/23

40

24-R001

Colin Aamot

Documents sufficient to account for all lists, trackers, or summaries of: records or
documents that have been requested three times or more under FOIA, or that have
become or are likely to become the subject of subsequent request, in line with
guidelines issued by the Attorney General on 15 March, 2022
(https://www.justice.gov/media/1212566/dl?inline). Documents necessary to
determine if any frequently requested documents failing within the guidelines set
forth by the Attorney General on March 15, 2022

10/22/23




(https fhwww., Justlce gov/media/1212566/dI?inline) have aiready been made
available either in the agency's FOIA reading room or in a public iocation.
Documents sufficient to account for any agency policies or memorandums on
tracking frequently requested documents that would reasonably fall under the cited
guidelines {(https://www.justice.gov/media/1212566/dI?inline).

41

24-R002

Colin Aamot

Documents sufficient to account for all agency policies, memorandums, or

| directives pertaining to gender identity, or the implementation of Executive Order

1398: 'Preventing And Combating Discrimination On The Basis Of Gender Identity
Or Sexual Orientation'. Please limit the timeframe of the search from January 20,
2021 to present.

10/22/23

42

24-R003

Colin Aamot

Documents sufficient to account for-any documents, records, or inventories
pertaining to Sensitive Case Reports (SCRs), or analogous document inventories,

‘which.encompass comprehensive details concerning subjects, keywords, or areas

of sensitivity pertaining to Freedom of Information Act (FOIA) or Mandatory
Declassification Review (MDR) requests, thereby facilitating the monitoring of FOIA
or MDR requests that may be deemed sensitive or prone to garner media or
congressional scrutiny. Please limit the timeframe of the search from January 20,
2021 to present.

10/22/23

43

24-R004

Colin Aamot

A copy of the the agency's intranet home page, a copy of the agency's intranet
sitemap page (such as containing an internal reference of intranet pages or
directories), and subsequently, a copy of each page connected to from the agency's
intranet homepage.

10/25/23

a4

24-R005

Colin Aamot

Documents or data sufficient to-account for the total number of full time and part
time employees or contractors assigned to the agency's Freedom of Information Act
Office, and the total number of employees employed by the agency (latest available
number).

10/27/23

45

24-R006

Colin Aamot

Documents or data sufficient to account for all vendor manuals, user guides,
capabilities briefs, or fact sheets for the following software or databases: Palantir;
Fade-Mist (FADE), DataExplorer (DX), HUMINT Online Tasking and Reporting
(HOTR), Cellebrite (Pathfinder, Cellebrite Physical Analyzer product lines), XRY,
Silo (Authentic8), Terrorist Identities Datamrt Enviroment (TIDE), Terrorist Screening
Database (TSDB), Command and Control of the Information Environment (C2IE),
Modern Integrated Database (MIDB), Student Exchange Visitor Information System
(SEVIS), Treasury Enforcement Communications System (TECS), United States
Visitor & Immigrant Status Indicator Technology (US-VISIT), PCQS, UPAX,
Premise, OpenlO, RocketChat, SOFEX (the Special Operations Forces
Exploitation), or Coliseum.

10/27/23

46

24-R007

Mary Kate Soliva

Documents sufficient to account for all agency policies, directives, standard
operating procedures or orders regarding human trafficking or counter human

10/30/23




trafficking. Please limit the time frame of the search from January 1, 2017 to
present.

47

24-R008

Colin Aamot

Al intelligence or intelligence reporting including Signals Intelligence (SIGINT),
Intelligence Information Reports (liR's), serialized intelligence reporting, Colliseum
or MIDB entries, FADE MIST or Palantir Entries, finalized intelligence products,
cables, threat assessments, or technical evaluations of the Tiktok or Douyin mobile
applications.

10/31/23

48

24-R009

Colih Aamot

Documents sufficient to account for all sole sourced contracts issued by the agency
under 5 million dollars (USD), and the relied upon documentation and. supplemental
materials in awarding the sole source contracts - including, but not limited to: sole
source justifications, approval paperwork and designated approving authority, any
supplemental documentation in support of a sole source determination.

11/4/23

49

24-R010

Colin Aamot

Documents sufficient to account for all contracts, agreements, policies, procedures,
manuals, memorandums, memorandums of understanding (MOU's) or directives
pertaining to unions or labor unions. Documents sufficient to account for the
number of employees included in any labor contracts, agreements, or
memorandums of understanding (MOU's).

11/4/23

50

24-R018

Colin Aamot

Copies of all implementing directives, orders, memorandums, policies, guidance, or
memorandums of understanding (MOUs) pertaining to Executive Order 14019 or
(E.O. 14019): Promoting Access to Voting. All communications, contracts, or
memorandums of understanding (MOUs) with 501¢3’s (non-profits), or other 501¢
entities that are non-governmental agencies with reference to coordination or
implementation of E.O. 14019. All guidance, directives, memorandums; or legal
opinions on the Hatch Act obligations relevant to the implementation of E.O. 14019.

12/9/23

Please limit the search from 7 March, 2021 to present.






