DEPARTMENT OF DEFENSE

UNITED STATES CYBER COMMAND
9800 SAVAGE ROAD, SUITE 6171
FORT GEORGE G. MEADE, MARYLAND 20755

Cristin Monahan AUG ‘O 4 2020

The National Security Archive

Gelman Library, Suite 701

2130 H Street, N.W. ,

Washington, D.C. 20037 ' Re: 20-R029

Dear Ms. Monahan,

Thank you for your February 19, 2020, Freedom of Information Act (FOIA) request for Draft
Operational Order referenced in Execute Order 12-1183.

As the Initial Denial Authority, I have determined that the redacted information is exempt from
disclosure under the FOIA, Title 5, United States Code, section 552(b)(1) and (b)(3). Enclosed
are details of the specific exemptions cited.

If you are not satisfied with our action on this request, you have the right to seek dispute
resolution services from the DoD FOIA Public Liaison or the Office of Government Information
Services. You also have the right to file an administrative appeal of the decision to withhold this
material. Information about these services is enclosed.

Chief of Staff

Attachments:
Enclosure a/s



Re: 20-R029

Exemptions Cited:

(b)(1) — information properly and currently classified in the interest of national defense or
foreign policy, pursuant to Executive Order 13526 Classified Nat1onal Security
Information:
Section 1.4(a) — military plans, weapons systems, or operations
Section 1.4(g) — vulnerabilities or capabilities of systems, installations,
infrastructures, projects, plans, or protection services relating to national security
Section 1.7(e) — individually unclassified items of information that reveal an
additional association or relationship that (1) meets the standards for classification
under this order; and (2) is not otherwise revealed in the individual items of
information

(b)(3) — information specifically exempted from disclosure by statute:
10 U.S.C. § 130b — personally identifying information of DoD personnel in
overseas, sensitive, or routinely deployable units _
10 U.S.C. § 130e — defense critical infrastructure security information

DoD FOIA Public Liaison:

Mr. Darrell Williams
Phone: (571) 371-0462
Email: osd.mc-alex.odecmo.mbx.dod-foia-policy-office@mail. m1l

Office of Government Information Services:

Office of Government Information Services
National Archives and Records Administration

8601 Adelphi Road — OGIS

College Park, MD 20740-6001

Email: ogis@nara.gov BT
Phone: (202) 741-5770

Toll Free: 1-877-684-6448

Fax: (202) 741-5769

Administrative Appeal:

Ms. Joo Chung

ODCMO Director of Oversight and Compllance

4800 Mark Center Drive

ATTN: DPCLTD, FOIA Appeals, Mailbox #24
- Alexandria, VA 22350-1700

Email: osd.foia-appeal@mail.mil

* Appeal should cite case number above, be clearly marked “FOIA Appeal”, and filed
within 90 calendar days from the date of this letter.



20-R029

The National Security Archive |
The George Washington University Phone: 202/994-7000

Gelman Library, Suite 701 Fax: 202/994-7005
2130 H Street, N.W. nsarchiv@gwu.edu
Washington, D.C. 20037 www.nsarchive.org

Wednesday, February 19, 2020

USCYBERCOM/JQ FOIA
9800 Savage Rd.,, Ste. 6171
Fort George G. Meade, MD 20755

Re: Request under the FOIA, in reply refer to Archive# 20200174CYB004

Dear FOIA Officer :

Pursuant to the Freedom of Information Act (FOIA), I hereby request the following:

DRAFT DEFEND THE NA HON AGAINST IRANIAN OFFENSIVE CYBERSPACE
OPERATIONS/OPORD 12-XXXX, which is REF/C of EXORD 12-1183, or the final version of the
same,

If you regard any of these documents as potentially exempt from the FOIA's disclosure requirements, I
request that you nonetheless exercise your discretion to disclose them. As the FOIA requires, please
release all reasonably segregable non exempt portions of documents. To permit me to reach an intelligent
and informed decision whether or not to file an administrative appeal of any denied material, please
describe any withheld records (or portions thereof) and explain the basis for your exemption claims,

As a representative of the news media, the National Security Archive qualifies for "representative of the -
news media" status under 5 U.S.C. Sec. 552(a)(4)(A)(ii)(II) and, therefore, may not be charged search
and review fees. (See National Security Archive v. U.S. Department of Defense, - 880 F.2d 1381 (D.C.
Cir. 1989), cert denied, 110 S Ct. 1478 (1990)). This request is made as part of a scholarly and news
research project that is intended for publication and is not for commercial use. For details on the
Archive's research and extensive publication activities please see our website at www.nsarchive.org.

To expedite the release of the requested documents, please disclose them on an interim basis as they
become available to you, without waiting until all the documents have been processed. Please notify me
before incurring any photocopying costs over $100. If you have any questions regarding the identity of
the records, their location, the scope of the request or any other matters, please call me at (202) 994-7000
or email me at foiamail@gwu.edu. I look forward to receiving your response within the twenty day
statutory time period.

~ Sincegely yours, .

e Michael Martelle

An independent non-governmental research nstitute and library Jocated at the George Washington University, the Archive collects
and publishes declassified documents obtained through the Freedom of Information Act. Publication royaities and tax deductible
contributions through The National Security Archive Fung, Inc. underwrite the Archive's Budget.



U.S. STRATEGIC COMMAND
U.S. CYBER COMMAND

FT. MEADE, MARYLAND 20755
-- JAN 2013

USCYBERCOM OPORD XX-XXXX OPERATION Defend the Natiorn (DTN)
Against Iranian (S//REL TO USA, FVEY)
(U) REFERENCES:

A. USCYBERCOM OPORD XX-XXXX OPERATION DTN-T

1. (U) SITUATION. SEE REF X, UNITED STATES CYBER COMMAND
COMMANDER’S ESTIMATE, VERSION 6.5, DATE 9 JUL 12 (TS//HCS//SI-
G//ORC/NF/FISA) . ) ‘

2. (S5 RELFOUSA—F¥EY) MISSION. USCYBERCOM CONDUCTS
CYBERSPACE OPERATIONS  TO DETER, DISRUPT, AND IF NECESSARY,
DEFEAT IRANIAN OR SURROGATE CYBERSPACE OPERATIONS IN ORDER TO
DEFEND THE NATION’S AND THE DEPARTMENT OF DEFENSE’S (DOD)
CRITICAL INFRASTRUCTURE AND KEY RESOURCES (CIKR). ‘

3. (U) EXECUTION.

(b) (1) Sec. 1.4(a)
3.A.1. (U) COMMANDER’S INTENT.

=

1

O—aSA—FYEY¥) PURPOSE: USCYBERCOM INTENDS TO
S AND DOD’S CIKR.

[«

3.A.1.A. (&+REET
!

DEFEND THE NATION

3.A.1.A.1 (ESA/RELTFOUSA—FVEY) METHOD: | |
| | DOD WILL BE SUPPORTED BY THE
FEDERAL GOVERNMENT, COALITION PARTNERS AND PRIVATE SECTOR TO:
SUPPORT AND ASSIST WHOLE OF GOVERNMENT EFFORTS TO IMPROVE THE
DEFENSIVE POSTURE OF CRITICAL U.S. SYSTEMS AND INFRASTURE.

3.A.1.A.2. (&~AREL) EXECUTION: THROUGHOUT THE EXECUTION OF THIS
PLAN, IRAN AND ITS SURROGATES ABILITY TO CONDUCT CYBERSPACE .

ATTACKS ON U.S. CIKR IS DETERRED, DISRUPTED, AND IF NECESSARY,
DEFEATED.

3.A.1.B. (U) RESPOND TO IMMINENT THREAT OR ONGOING ATTACK BY

- PROVIDING EFFECTIVE RESPONSE ACTIONS THAT EFFECTIVELY DENIES THE
ADVERSARY OBJECTIVE. ’

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20380101
FORSECRETHRELTO USA AUSCAN-GBR-NZE



(b) (1) Sec. 1.4(a, g)

3.A.1.B.1. (U) GAIN AND MAINTAIN CYBERSPACE SITUATIONAL
AWARENESS., '

3.A.1.B.2. (U) CREATE, POSITION, AND MAINTAiN CAPABILITIES TO
SECURE AND DEFEND CRITICAL U.S. CIKR.

3.A.1.B.3. (SAREE—TFOo-USA—FVEY) ASSESS THE EVENT AND DETERMINE
THE RISK TO U.S. CIKR.

3.A.1.B.4. (FSAASEAREL-TFOUSA—EVEY)I&W - INDICATIONS AND
WARNINGS (THE INFORMATION ITEMS THAT CAN PROVIDE TIME CRITICAL
NOTIFICATION AND ALERTING CRITERIA): USCYBERCOM, IN COORDINATION
WITH DHS/FBI, WILL ESTABLISH AND MAINTAIN AN ALERT PQOSTURE rgj

A “TTHUS
ENABLING A TIMELY REACTION IF ADVERSARY ACTIVITY MEETS
AUTHORIZED EVENT CONSEQUENCES.

3.A.1.B.5. (U)INFORMATION SHARING VIA DHS/FBI TO GAIN
SITUATIONAL AWARENESS.

3.A.1.B.6. (S//RELTO USA, FVEY) DETERMINE APPROPRIATE RESPONSE

TO NEUTRALIZE THE THREAT OR| |

|

3.A.1.B.7. (SAAREE—FO—USA—EVEY) EMPLOY CYBERSPACE
COUNTERMEASURES AGAINST ADVERSARY | ]
| TO NEUTRALIZE ADVERSARY ACTIVITIES.

3.A.1.B.8. (U) DETER ADVERSARY FROM TAKING MALICIOUS ACTIONS
AGAINST U.S. INTERESTS IN CYBERSPACE.

3.A.1.B.9. (S/REE-—Po—USA—FYE¥) DENY ADVERSARY ABILITY TO TAKE
HOSTILE ACTIONS AGAINST U.S. INTERESTS.IN CYBERSPACE,.

3.A.1.B.10. (S%%RE%—$G~GSAT—F¥E¥)'NEUTRALIZE ADVERSARY USE OF
CYBERSPACE AGAINST U.S. INTERESTS.

3.A.1.B.11. (U) MAINTAIN CYBERSPACE OPTIONS TO GENERATE EFFECTS
IN ALL DOMAINS.

3.A.1.B.12. (U) TARGET SYSTEM REPORTING - DATA COLLECTION EFFORT
TO EVALUATE THE VOLUME OF TRAFFIC IN TERMS OF THE AMOUNT, SOURCE
AND/OR SIGNIFICANT CHANGES; AS WELL AS, THE IMPACT OF THE
DEGREDATION ANALYIS.



{b) (1) Sec. 1.4(a, g), 1.7(e)
(b) (3) 10 U.s.C. § 130e
FORSECRETHRELTO-USAALS - CANAGBRNZE

3.A.1.C. (U//EQYS) TASKS TO USCYBERCOM

3.A.1.C.1 (PS//REL—USA—EVEY) ICH) l1in conpuct
CORRELATION AND ANALYSIS DAILY IN SUPPORT OF TUNING OPERATIONS.

3.A.1.C.2 (PS/A/REEUSA—FvEY|  WILL PROVIDE OPERATIONAL
ASSESSMENTS WEEKLY DURING THE EXECUTION PHASE.

3.A.1.C.3 (PS/ARELHYSA—EVEY¥) ICHW| , WILL CONDUCT DAILY
REVIEWS OF OPERATIONAL DATA AND PROVIDE RUNNING ASSESSMENTS
THROUGHOUT THE OPERATION.

3.A.1.C.4 (2S/A/RELYSA—EvEY]  WILL CONDUCT BATTLE DAMAGE
ASSESSMENTS.

3.A.1.B (U//ESES) METHODOLOGY.

3.A.1.B.1 (U//Feve] WILL MEET WEEKLY WITH

EO REVIEW FIRING DATA AND MAKE TUNING
RECOMMENDATIONS FOR l.

3.A.1.B.2 (P5//REL—FOUSA—FVEY¥) DATA MANAGEMENT AND
CORRELATION. , : |WILL BE

OUR PRIMARY CAPABILITY FOR [ 1

IWILL BE THE PRIMARY MECHANISM FOR

DATA INGESTION AND CORRELATION.

4. (U//ESYS) ADMIN AND LOGISTICS. SEE USCYBERCOM | .

5. (U//kebe) (U//FeYe) COMMAND AND SIGNAL

5.1. (U//EOYS) (U//EGYS) DATA SOURCES:

5.1.0. (BSARELPO-BSA—EWEY) | ~ |PROVIDE THE
S -
5.1.B. (BESAREL—TFo—USA—EVEY) | IPROVIDE

INFORMATION ON | |

l

5.1.C. (BS//REL—TFO-USA—FVEY) | - rJPROVIDE INFORMATION




(b) (3)

(b) (1) Sec. 1l.4(a, g),
(b) (3) 10 U.S.C. § 130e

— R | ' | PROVIDE |

5.2 (U//FeY9) REPORTING:

5.2.A. (ESHRELT

WITL UPLOAD | -

5.2.C. (PSAAREL—POYSA—PEVEY)
[WiLL ULIGKB‘] ) ' T

°.2.D. \BS//RsEdoveMRWEW | |

THIS INFORMATION WILL BE REPORTED ' T ' S H
THIS INFORMATION WILL BE REVIEWED |

5.2.E. (U//Fe89) BDI/BHI. USCYBERCOM ___ WILL PROVIDE BDI/BHI
REPORTS DAILY. ‘ '

5.2.F. (U//F6Y9) INITIAL ASSESSMENT. USCYBERCOM ___ WILL
PROVIDE INITIAL ASSESSMENTS DAILY. ‘

5.2.G. (U//FoYe) BDA. USCYBERCOM___ JWILL PROVIDE BDA REPORTS
WEEKLY . :

5.2.H. (U//FOY®) COMBAT ASSESSMENT. USCYBERCOM _____ WILL PROVIDE
COMBAT ASSESSMENTS WEEKLY.

5.2.1. (U//FOY©) OPERATIONAL ASSESSMENT. USCYBERCOM ____ WILL
PROVIDE OPERATIONAL ASSESSMENTS WITHIN __ DAYS. '

5.2.J. (U//EOUYS) USCYBERCOM/| OPERATIONAL ASSESSMENTS] |

ENSA.IC.GOV, NSTS: 969-3464) IS

THE PRIMARY POINT OF CONTACT REGARDING THE COMBAT ASSESSMENT
PLAN.

10 U.s.C. § 130b

1.7 (e)



