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Enrich decision support to the Commander's Decision-Making Cycle (CDMC) and enhance a shared understanding across the staff within a predictable. yet adaptive framework, based upon codified and 

repeatable processes. 

Battle Rhythm 
101 

11:1 Information 
O♦tl 

::: Flow D1agra•11 

c:;::i Submit a 
Ell 7-r..1inute Drill 

�. Elattle Rhythm 

· .. • Training 

By CYBER Threat Actor 

By I OEs 

By Cornbal,mt Commands 

By CYBtR TtAMS 

fly I eve! 

By PLANS NUMBER 

By PARTNER 

By Sl1alegy I DoctPne I Policy I Plans/ Orders 

By Exercise 

UNCLASSIFIED 

Adclrtional Options 

Battle Rhythm 
.J lnstrud1on 

View 
All Events 

-
Ask A 

• Question 

D 
Battle Rhythm Service 

Request Portal 



U SCYBERCOM Battle Rhythm M1ss1on Statement Vision Statement Battle Rhythm Strategy 
'' ... . Bartle Rhythm Development Team Directorate BR POC'11 

Effectively manage strategic and global requirements lo enable seamless commander-centric ll�-�l§ilib and efficient operations across U.S Cyber Command (USCYBERCOM). 
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Goal 1: promote enhanced knowledge sharing 

We promote enhanced information and knowledoe sharino to support decision-making, facilitate the staffs shared understanding, and encourage knowledge flow with higher headquarters (HHO) and 
mission partners. 

Goal 2: leverage codified, adaptive processes 

We leverage a framework based on codified and repeatable processes that support discipline of lhe battle rhythm and enable the staff to adapt to the speed of challenges 

Goal 3: optimize the use of command resources 

We optimize the use of Command resources and homegrown technologies that support information sharing to improve the ease of access to lhe right data at lhe right time. 

Goal 4: cultivate a collaborative cutture 

We leverage both traditional and cutting-edge collaboration mechanisms to cultivate an inclus\:1lile�'g!i��d on teamwork. enhancing relationship-building and mutual understanding across the 
Command and with mission partners. 



Battle Rhythm 101 

UNCLASSIFIED 
The commande(s preferences and information needs drive an organization's BR construct· however. secondary to those needs is the imperative to enable staff directorates to 

provide essential elements of information to the commander and generate shared understanding The USCYBERCOM BR incorporates deliberate approaches establishing effective 

staff processes and synchronizing staff activities. This framewortc integrale.s people processes. and technology to enhance shared understanding and strengthen support to the 

CDMC (USCCI 3000-04) 

• logical arrangement of staff events (JECC} 

• defines daily operations cycle of briefings. meetings, and reports (JP3-0) 

• establishes sequencing and execution of actions. events. decision, and information flow (JP3-33) 

• manages meeting requirements 

• enables synchronization of staff actions. collaboration, and production (JP3-0) 

Seven Mintue Drill (7MD) 

The name "seven-minute drill" refers to the fact that the proponent staff officer has seven minutes to explain to the COS ··why" that particular cross-functional staff element is 

necessary and how it supports the commander's decision cycle (JP3-33). The ?MD needs to be able lo answer the following five questions 

•What are the decisions we expect need to be made? 

•\/'/ho has the authority to make those decisions? 

•\'Vhat processes ·tee-up" those topics for decision' 

•What is the rate of demand for decisions {decisions cycle -12hr. 24hr. 48hr 72hr. 96hr)? 

•How do we receive requests for actionidecision from external-entities? And how do we push the response back? {Applies to both . supported and supporting relationships) 

We are currently collecting 7MO information at the Directorate level through lhe Battle Rhythm Development WG. of which all Directorate Chiefs of Slaff are members. Once the 

baseline is complete. web-based lools wf11 be available for staff to submit new 7MD requests for re·1iew. 

TO SUBMIT A 7MD. please contact us at uscc_battJerhythm@nsa.ic.gov 
UNCLASSIFIED 
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nsa.ic.gov) 

Directorate Battle Rhythm Promoters 

t@nsa.ie.g�)-._I ___ .... 

I ' CLASSI 

Process 

I 

Currently, we are asking that each Directorate provider their 7-Minute Drifl­
informafton for all Battle Rhythm events through their Division Chiefs to lheir 
Chiefs of Staff for consolidation and initial approval. Once the baseline is 
complet_e. the ?MD Form wtll be deployed. 

-:-raining 

J3: ________ .... l@nsa.ic.gov).o 
The Battle Rhythm team presents a basic Battl-e Rhythm overview and 7-Minule 
Drill walk through at the Command Slaff Acfton Officer Course. If yoo or your 
team would L�ke a more tailored or detailed brief. please contact us at 
uscc battlerflylhm@nsa.ie,aov 

nsa.ic.gov) 

... J9_:,_ _______ _,_cybercom.ic.gov).I._ ____ _. (b) (3) 10 U.S.C. § 130b 
cybercom. ic.gov) 

CNMF: cybercomic.gov) 

Technology 

New Battte Rhythm Portal page is up, we are stil1 kicking the dust around. 
Please let us know if you have any challenges by contacting 

uscc_battlerflythm@nsa ic.gov. 
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As USCYBERCOM continues to mature. the need for more organizational rigor in support of the Commander's Decision-Making Cycle (CDMC) . the Battle Rhythm team was formed to support the execution 
of day-to-day Battle Rhythm Management activrties as directed by the Cos. The team operates as the action office and supports the staff in coordinating daily bus iness for the Battle Rhythm and supported 
cross-functional events . 

The mission of the Battle Rhythm Program is to facilitate effective and efficient command and control in support of tne Commander's Decision-Making Cycle (CDMC) through the consolidation of 
information; the integration of people, processes , and technology; the generation of a shared understanding: and the oversight of the Battle Rhythm and Cross-Functional Events Please review our Battle 
Rll}'thm 1ns1ruc1ton 

(S tep 1 )  7 M D  Check L r s t  

Success o f  t he  Balll Rhythm i s  largely dependent on  the Command's Action Officers (AOsj who are clear on expectations for their role and responsibilities This checkli st ouUines the fields tha t  must be  completed 
when you are tasked with subm�ling a Seven-Minute Drifl(7MD)  form. Before you submit your 7MD please use ou r Seven - Minute Drill Checklist 

(S tep 2 )  7 M D  Tem p late 

The name "seven-minute drill" refers to the fact that the proponent staff officer has seven mrnutes to  explain to  lhe COS ·why" that particular cross-functional staff element is necessary and how i t  supports the 
commander's decision cycle (JP3-33 ) . The Battle Rhythm 7MD Template is a basic walk through of required field items lo create the 7MO fonn. Once the correct 7-M inute Drill information is gathered. please use 
the 7MD Template to ensure that  your basel ine is complete . 

(Step 3) Con tact Batt le Rhyth m  Team 

UNCLASSI F I ED 
To Submit a Seven - Minu te Drill email the Battle Rhythm Team at uscc batl1erhy,!hm@lli.1£.g2l:'. 
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United States Cyber Command 
Instruction (USCCI) 

OPR : J070 
I J ) I TIO!\ : B 

Batt l e  Rhyth m Management 

l JSCC I 3000-04 
1 6  A pr i l 2020 

1 .  Pumosc. This I nstruct ion estah l i she · pol ic� and proc\;dures. and pro\· ides standard tenns and 
defini t ions for the effect i ,·c de\' d opmcnt .  dcwumcntat ion. execution and management of t he Uni tl'd 
States Cy hcr Command ( l  SC' Y R E RCOM ) Oat tk Rh�1hm ( 13 R )  and cros - functional C\'ents (C FE ) . 
Add it iona l ly .  i t  i denti lies the Cmnmandcr " s ( ( ' D K ) deci sion-mak i ng processes and del i neates roles and 
responsib i l i t ies .  

:2 .  Superscdes 1C'ancd lat ion . Th i s  I nstruct ion supersedes l SCCl 3000-0-t ( ·m11111and Boards. IJ11r<'a11,· . 
< ',:mas. Ct·I!., um/ Working ( iro11p., 1 B.?Cl l l 'C iJ . dated 27 J une 20 1 6. and resc inds Com mand Pol icy 
tvkmorandum ( C P1'v1 ) 20 1 8-02 . Command /Jauh• Rhy1h111 Managemelll . dated 1 8  Septernher 20 1 8 . 
Add i t ional l� . USC"t BERCOM C IT Charters prc\' ious l� pub l i shed as USC.T is ,, i l l  he rescinded no l ater 
than 90 day s a fter apprm·al of t h i s  i nstruc t ion .  

} .  Appl icab i l i t \' . This  I n  truction appl ies to  a l l  l l SC Y Bl ]{CO:VI J)l.:rsonncl and i ts  components to  
inc l ude Cyber  National M i ss ion Force ( C N \•I F ) .  the Sen· ice C'yherspacc Components ( SCC). the Jo in t  
Force I l cadq uartcrs-C ybcrspace ( J FI IQ-(' ) .  the  Jo int Force I l eadq uarters - Department of De fense 
I n format ion et w ork ( J F HQ- DODI ) and designated joi nt ta  k forces ( J T F ) .  

4 .  Responsib i l i t ies .  Respons ibi l i t ies arc out l i ned i n Enc losure 1 .  

5 . Proced ures .  Procedures are out l i ned i n  F nc losurc 3 and -4 . 

6. Summan· of C han !.!es. This  USCCI  has been re,· i sed i n  i ts  ent i rety . 

a . Des-: ribes the eight pri mary B R  management too l s  in Enclosure .1 :  

I )  1 1R  l\fanagemcnt · 1 earn ( B R I\  1 1  l 
1 1  B R  Portal 
} ) l n fom1ation Flo" Diagram ( I F I > )  
4 )  Sc:, en- \1 i n utc Dri l l  ( 7 \,1 1 ) )  
5 )  7 M D  Matrh: 
6 )  Staff Ut i l i 1.ation M atri x 
7 )  Time-Space M atri x 
8 l BR Calendar 

1 1.\1 ( " 1 . ASS l l' l i : t >  
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h.  Expands upon BR analy s is .  change requests and transi t i on from steady -state to crisis mode in 
Enclosure 4. 

7. Releasabi l i tv . C leared for Publ ic  Rekase . Th is  I nstruct ion is appro\"Cd for public release;  d i stribution 
is unl im ited . Department of Defense ( DOD ) Com ponents. other Federal agencies. and the puhl ic may 
ohtai n copies of t h i s  d i rect i\·e . 

8. EffcctiYe Dah.: . Thi s  I nstruct ion is cffcct i \·c upon signature .  

Enclosures: 
E nclosure I - Roles and Responsib i l i ties 
Enclosure 2 Uackground 

N A.if�-::? 
. ajor  General . l -��; ­
C hief of Sta IT 

E nclosure 3 - Batt le  Rhythm Management Tools 
Enclosure 4 - Battle Rhythm Management Processes 

Attachmt.'nt I U lossary of Rdcrences and Support i ng l n fom1at ion 
Attachment 2 - Cross- Funct ional b·ent Types 

l JNC I .ASS I F I I J > 

UNCLASSIFI ED 
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I .  Roles and Responsihi l i t ies. 

I .  I .  Com ma nder (C DR). J\pprm es. or de legates the aut hority to approve. headquarters ( I  I Q )  hat tk 
rhythm. k ml\\ ledge managen1ent ( h. :'vt l ohj ect  i \ 'CS. and the ,· is ion  for I I Q  operat ions. 

1 . 2 . C ' h il'f of Staff (CoS ) .  lh ersccs the UR and serYes as the establ ishi ng and apprO\·a l authori ty fo r  
t he  c rcat i()n. modi ticat ion. and disestab l i shment of a l l  C F  Es. 

1 . 2 . 1 .  1-.stab l i shes a BR and J.:, l· lops a proc.:ss and mechanism to fom,al l )  manage it .  

1 .1 . 2 .  Appoints a Command Batt le  R h) 1hm M unagcr ( C A R M ). 

1 . 2 . � .  D im.:ts the 1-m anal� s is  process. 

1 . 2 .4 .  Cha i rs the Ratt le  R h) thm \tanagemcnt Board ( B R M L3 ) . 

1 .2 . 5 .  Apprm es B R  change course. o f ae t ion ( CO,\ ) from the BRM B .  

I J .  Deput)· Ch ief of St aff ( DCoS). 

1 .3 . 1 .  Assi sts the CoS with B R  owrsi ght and management. 

1 . J .2 .  Advocates staff-wide compl iance with th i s  USCC I and other AR too l s  (e .g  . .  7 M D. B R  
Portal ) .  

1 .4 .  Com mand Battle Rhyth m Manager (CBRM) .  I .cads the execut ion of a l l  acth· i t ic:s rela ted ln 
the de,·clopmcnt. coord i nat ion. assessment .  t rn i ning and management of  the U SC Y BERCO\if BR. in 
d i rect support to the CoS . 

1 .4 . 1 .  Represents the CoS as the ex pcrl for BR planning. coordinat ion and execution throughout 
the I IQ l SC Y B E RCO\ I .  

1 .4 .2 .  Engages w i t h  the stakeholder comm unity to promote govern ing  pri nc i p les o f  the 
Command BR to incl ude establ ishment. apprornl . mai ntenance and execut ion of coord ination \'en ues. 
pruee ·sc · and too l s  for e\ 'ent schedu l i ng and in formation · haring .  

1 .4 . 3 .  Coord i nate \\ i t h  the C 'oS.  Di rectorate and Special  Staff senior representatives as wel l as 
Component and Coal i t ion Partner senior reprcsentath es .  to ensure synchroni7.ation of the 
Command ' s  OR .  

I .4 ...t . J\d,  i ses the CoS and Di rector of Operat ions ( J J ) on R R  management and g , emance 
i ssue . : coorJ i nates and d i rect l y  l i a ises \\ i t h  the .n represcntat i ,·cs to i n fonn . recommend. and 
faci l i tate the den!l opment nnd execut ion of Cri ses/Exerc i se B Rs.  

1 . -L 5 . Oc,·dops and maintains Standard Opera t ing Procedures ( SOP ) for managi ng thl' 
Command 13R and associated rt.•sourres (e .g  . .  I F O ) . 

1 .4 . 6 .  Ident i fies. dc,·c lops.  and maintains an I FlJ. C FEs. and BR management processes . 

1 .4 . 7 .  Chai rs the Bai l le R hythm Working Group ( BR\VG ): sched ules events and venues. 
coord i nates agenda. fac i l i tates meetings.  captures/di sseminates/tracks actions. 

l J n .A SS l l · I F I >  
UNCLASSIFIED 
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1 .4 .8 .  Scr,cs as S i te Owner for the Command UR Porta l .  and fac i l i tates establ ishi ng. removin!!. 
or updat ing site and sub-sites. 

- -

I .4 .9 .  Manages the BR Dashboard. Portal and M aster R R  Cakndar. ensuring qua l i ty  contro l  and 
t ime l iness of gm cmi ng dm:umr.:-nts an<l adm i nist rat i \ e data posted by [\ "\�nl Otlices of Primary 
Responsi bi l ity ( OPR ) .  

1 .4 . 1 0 . Assi sts i n  the de\'dopmcnt. anal ysis. and re tinement o f  tra i ning c urrie ula rc l ernnt t o  B R  
cn:nt coord ination and management .  and presents or assists i n  the conduct or  rele\'ant training 
modules ( e . g  . .  the Command Staff and Act ion O fficer Course (CS AOC ) ) .  

I .4 . 1 1 .  Maintains currency and fam i l iar i ty " i th  a l l DOD and U SC Y l3 [ RC0\1 governing 
regulations and publ icat i llOS for AR management: contributes to processes for review and update of 
thcsr.:- documents . 

1 .4 . 1 2 . ldcnt i  lies and promotes hest pract ices and methodologies for B R  analysi s. de\·dopmcnt 
and managr.:-ment . 

I . 4 . 1 3 . Schedules. init iates and conducts ann ual Command BR anal ysis i n  col laborat ion w ith 
Ev ent OPRs and f a cnt Chai rs. 

1 .4 . 1 4 . Manages the BRl'vlT and prioritizes task ing . 

I .4 . I ; . Appro\'es adm in i strative changes (e .g  . .  dates. t i mes. points of contact ( POC ) )  to 
i nd i ,  idual C FEs that do not impact other C f  Es or cross-dirr.:-ctoratc membershi ps. 

I .4 . 1 6 . Coordi nates with the U SC Y B E RCOM Chief Knowledge Officer ( CKO ) and the Director 
of Capabi l i ty  De, elopmcnt ( J9 )  for ser\' icc del i , c ry in support of ( I SO ) BR management. 

I .4 . 1 7 . Ident i ties. dc\'Clops and mai nta ins  BR products ( e . g  . .  Instruction. I F D. hcnt Pages. Staff 
Ut i l izat ion M atrix .  Time-Space Matrix ) ,  

1 .5 .  Battle Rhyth m Management Team ( R R MT). On beha lf  of t hr.:- C B RM .  executes a l l  act i\'it ics 
re lated to the development. coordinat ion. assessment. tra ining and management of the Command BR. i n  
direct support to the CoS . a s  \\ ell as : 

1 .5 . 1 .  Scn·es as acti\'e members of the B R \\'G .  

1 . 5 .2 .  Coordi nates with the Director of Plans and Pol icy (J S )  t o  de\·elop strateg ies and 
methodologies for RR automation in conj unct ion with annual campaign planni ng.  

1 .5 .'.- .  Coord i nates w i th the Special Staff ( J O )  on i nfom1ation management ( I M ) . KM. records 
management ( RM )  and other Comm:rnd-\., ide stalli ng efforts. 

1 .6 .  H eadq uarters, l l n itcd States C)·ber Com m and Directors . At tend . qr delegate the authori ty to 
ancnd. the l3R�·1B .  

1 . 7 .  Chief K now ledge Officer (CKO). 

I .  7 . 1 .  Advises the CRRM on KM hest practices and methodologies pertaining to the BR .  

1 . 7 .2 .  Coord inates and direct!� liai ses with the BRMT to  in form. ri:commend and faci l i tate the 
applicat ion of KM best pract ices and methodologies I SO BR management. 

l lN C I .ASS I FI LD 
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1 .7 . J .  Attends the BR \\'G . 

1 . 8 .  Battle Rhythm Working c ; roup  (BR\VG) .  

l J SCCI  3 000-04 

I .8 . 1 . Re,· ic,,·s BR change requests and dctcnn i nes impact on current RR ( e . g  . .  staff c,·cnt 
support impacts .  e, ent t im i ng impacts .  cn,:n t  l ocat ion n:4u i re111cnts ) .  

1 . 8 .2 . De,·clops BR  change COA( s )  and presents to the BRM A .  

1 .9 . Battle Rh�· thm Management Board (BR:\1 8) .  

1 . 9 . 1 .  Re,· iews UR  change COA( s ) . 

1 .9 . 2 .  J>m,· ides guidance and 'or recommendat ions on RR  change COA( s l for CnS arprm al . 

1 . 1 0 . Office of Prima11· Responsibi l it)· (OPR) . 

1 . 1 0 . 1 .  Re, iew s and urdates 7M I )  i nformat i on nn a quarterl y has i s .  

1 . 1 0 . 2 .  Suhmi ts  C IT change requcst( s ) to the  I1RMT.  

1 . 1  O . .'t Rcce in:s. com pi l es. and dd i ,·ers i n  format inn on  hehal f o l ' C F I : part i c i pants .  

1 . 1 0 .4 .  Compi les and disseminates meet ing minutes. or memorandum of  decis ions. , · ia the BR 
Porta l .  and pnwidcs fo l low-up communicat ions for d istri but ion. 

1 . 1 0 . 5 .  Ensures adequate logistical support to the C H -: .  

1 . 1 0 .6. Col laborates wi th  the C A R M  in conduct ing annual Command BR analysi s .  

1 . 1 1 . Cross-Functional F.\'Cn t  (CFF.) Cha ir. 

I . 1 1 . 1 .  Conducts the CFE  and gu ides the estahl i shed agenda. 

1 . 1 1 .2 .  Rev iew s and appro\'eS spcci lic outputs!products to other CFEs and/or Directorate 
leadersh i p  ( e.g .. dc.c is ion brief. draft fragmentary orders ( FRAGO ). requests for infonnat ion ( RH ) ) .  

l ' NC I .A SS I F I L l l 
UNC LASSIF IED 
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ENCLOSURE 2 

2 .  Background .  

2 . 1 .  Ra ttle Rh�·thm ( BR) Defined . Jo in t  Puhl icat ion ( J P )  3 -33  . . loi111 fosk Fore!' Hf.'ad1111arters. 
ddincs a BR as · ·a cycle of command and sta ff act i \· i t ics i n tended tn synchronize current and future 
operations . . . I t  is a del i herate .  da i ly schedule o f  command. sta ff. and unit act i \· i t ies in tended to 
max im ize use of t ime and synchron i ze staff act ions. The goal is a repeatable. pred ictab le sequence that 
provides t ime for monitor i ng. assessment. and planni ng. and ul t imatel y faci l i tates i nformed decis ion 
mak ing.  The BR accounts for h i gher I IQ ( HHQ l requ i rements. and those o f  adjacent l !Qs. in order to 
support USCYl3E RCOM subord inate H()s with t imely d i rect ion and gui dance .  

2 .2 .  Purpose. The l l SCYRE RCOM B R  en riches deci sion support to the Commander" s Dec i s ion 
C) c lc  ( CDC ) and enhances a shared understand ing ac ross the staf

f 
w i th i n  a pred ictabk. yet adapt i n� .  

frame\,ork based upon cod i lied and repeatab le processes. I t  pro\· idcs the structure for managing 
USCYBER('Ot\1 ' s  most important rcsource - the t ime of the CDR and staff personnel . It i n tegralt·s th\.· 
CDR"s  dec ision making wi th Components .  and accounts for the BRs of  higher and adjacent uni ts· 
commands. al l while enab l i ng timel y d irect ion . 

2 . 2 . 1 .  This I nstruct ion descri hes the BR and supporting proccsscs i n  order to prov ide an 
understand i ng of how dd i hcrate and synchron i zed in fornmtion 1km supports the: CDR's  dec ision 
mak ing i n  a complex . fast-paced em· i ronment . 

2 . 2 . 2 .  The: USC Y BERCOM 13K framework ident i ties the key C..TFs.  inputs and outputs a l ign ing 
strategy . pol icy and plans to direct operat ional action. O\·ertime. th i s  framework wi l l  help the 
Command reline its organizat ional construct as i t  becomes apparent \\ h ich events. sub-organizations. 
and oulputs contri hute to campai gn ing .  Th i s  wi l l  imprt)\ 'e USCYL3ERCO\tt ' s  e ffect i \'cness and 
enicieney as tinitc resources are appl ied to the strategic decis ion cyc le ·  s cr i t ical path . 

2 . 2  . .3 .  Commander (CDR) Decision Making. Slrategic decisions require weighi ng the risks. 
gains. and cost s associated with \'arious al ternati ves. A thorough anal ysis a l lows the C OR to make 
i nformed dec i sions afkcting the Command . Components. and Partners across a l l  t ime horizons. The 
sta ff i n forms the CDR · s dec is i ons. \\ h ich  rc4u in:s a col laborati \'C sy nthes is of subject matter 
expertise from across the Command ' s  rnrious Directorates. Components. and the Serv ices . I h is 
i n fi.mns actionable rcconunendat ions to 1hc C DR .  A \\ C I I  designed BR enables this process at the 
speed of  rclcvanec. The BR has four primary functions that help support the cffcct iYe management of 
strategic and global requi rements to enabl e seamless CDR-ccntric decision making anJ e ffic ient  
operat ions ac ross l JSCY H E RCO M :  

2 . 2 . 3 . 1 .  Pro\' idc a routine for staff i nteraction and coordinat ion across J -codcs. 

2 . 2 . 3 . 2 .  Prm i Jc a wlll i ne for command and sta ff i n tcrac t ion .  

2 . 2 . 3 . 3 .  Synchroni ze staff organi zat ions · act i \· i ties . 

2 .2 . 3 .4. Fac i l i tate the staff s shared understand ing. planning. and CDR dec ision mak ing .  

2 . 3 .  Commander's Decision Cycle (C DC) .  The C DR requires a BR  that enables i nfonncd dec isions 
to fulfi l l  Ti t le I O  requi rements and integrate rol es and responsibi l i ties for cyberspace operations . F igure 
I i l l ust rates how Command and staff e lements determ ine requ i red act i ons. codi fy t hem in d i rcct i ,es. 

l I 'C I .ASS I H l : I-) 
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execute them. and monitor resu l t s .  Figure I depicts the relat i onsh ip  of  the four C DC phases :  !\fon i tor. 
Assess. Desi gn and Plan.  and Direct. E tTcct i ,·e commun icat ion hoth wi th in  and w i th h igher and 
subordinate commands is  an impcrat in: aspect of the C D C. This model applies across the spectrum of 
USCYH ERCOM act i \' i t ies. e,·ents and deci s ions .  

2 J .  I .  Mon itor. !\foni tor ing in \'Oh·es mc.:asuri ng ongoing or emerging acti ,· i t ies that may impact 
the CommanJ · s  current or future operat ions .  The preponderance of the Command · s  monitoring 
furn.:t ion is conducted h:, funct ional centers su1.:h as the J oin t  Operat ions Centl!r ( J OC ) .  

2 . 1 . 2 .  Assess . Assessment occurs throughout a l l  lc,·e ls  o f  the Command and for a l l  funct ions a s  
a con t inuous process to e,·al uate the stat us n f  forces. progress of tasks. o r  achic,·emcnt of  object i ,·es . 
and dctem1 in ing whether emergent s i tuatior:ts wi l l  affect those.: functions. 

Monitor 

Commun icate 

/' 

Figure I :  Commander's Decis ion Cycle ( C DC ) 

2 . 3 . 3 .  P lan .  P lan i s  inherent ly  C DR-enablcd. conceptual i n  nature. and establ ishes or quest ions 
assumptions and methods. whi le attempt ing to understand the problr.!m and the context .  In the 
plann ing portion. the C ' D R  and staff develop new p lans or make adjustments to successfu l l y  
accompl i sh the  Command · s  m i ss ion .  

2 . 3  . 4 .  D irect .  T he < · D R  prm ides gu idance, d i rect ion. approv a l .  and assoc iated comm unica t ion 
to ensure orders. d i rect i , ·es. and other taskings arc received and understood . The CDR ·s Intent and 
Commandcr· s Cr i t ic.:a l  l n fom1ation Req ui rements (CC I R )  pro\ ' ide . pcci tic gu idance.: to ass i st the staff 

i n  th i s  ro le.: . 
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ENCLOSURE 3 

3 .  Battle Rh�·thm Management Tools . The sync hron i zat ion or l J SC Y l1 ERCO\.r s C F  Es across al l 
C\'ent hori zons rl'qu i res a ddibcrak and consistent effort of coordination and KM . Eight primary BR 
management tools arl' cri t ical to this process : B R�IT. B R  Porta l .  I F D. 7M D. 7 \,1 1 )  Matri x .  Staff 
U t i l izat ion Matri x .  Timl'-Spacc �fotr ix. and B R  Calendar. 

3 . 1 .  Batt le Rh�· th m Mangcmcn t Tea m (BR\1T) .  The C B R M  and B R M T  arc aligned under the 
CoS and prm idc Jai l :,  execut ion an<l tm.:rsight of t he Li SC Y U E RCOM UR. U pon receipt of an 
emergent  rcq u in:ment. the CoS . through the C H R \1 .  d i rects a ui t ical path analysis .  pro\' ides init ial  top­
down guidance. and synchronizes C F Es through an establ ished t imc linc posted on the DR Cakndar. 
The BRMT ensures the synchron i zat ion nf rec urri ng act ions. ,, h ich arc managed by the appropriate lead 
Di rcctoratl's. The Binrr pro,· ides on-going mappi ng of C!Ts to establ ish cffccti\ 'e staff processes 
necl'ssary to achic, e and mai nta in  a shared understand i ng .  

3 . 2 .  Battle Rhythm ( B R )  Po rtal. l nfom1ation sharing is  essent ial to max im iz ing uni ty of effort and 
shared understanding  among al l part ic ipants. in order to m i nim ize con fusion . gaps, and dupl icat ion o r  
effort . Thi.! U SC YD ERC0\1 OR Portal ( F igure 2 )  o n  the Nat ional Security Agency Network ( N SANet l 
i s  the standard method to share and disseminate C H: in format ion .  l l t i l i zat ion o f  the B R  Portal al lows 
for both the \\ idcst d i ssemi nation of i n fom1ation and the least amount of bandwidth uti l i zation . To the 
maximum extent poss ible. ewnt OPRs w i l l  use the indi\' idual e\'ent pages. as the primary source for 
col laboration and post ing/publ i sh ing of final outputs. and ut i l ize the · ·Document Library .. on each c,·ent 
page to post s l ides. n:ad-aheads and other CFE-spec i tic i n formation. Thi s fac i l i tates in formation sharing 
an<l rc<luccs mu l t iple locations where i n ronnat ion i s  stored . Access the Portal by typing --go bat tk­
rh,·t.!Jrrf'  in your high-side browser. 

I • - • - • C r, I .. , • •  ,• ,,,... , - •  , _,  ••• , - • - • -.  r ,  • • - -, , ,., 

, ... ..... ... . .... _ _,_ ___ .. __ 

... . ,.-. ,.,,.,,,_ . , .  

a=:=-1 ff 5151' i · S¾lfill:I 

F i gure 2 :  l I SCYAE RCOM Bat tle Rhythm Portal  

♦ ' .  -_ 

3 . 3 .  I n formation Flow Diagram ( I F D) .  The I F D  ( F igure 3 )  ,· i sual l y  <lepic ts how the C F Fs executed 
by the staff support the CDR · s Jec i s ion  making cycle and a shared understandi ng across the sta ff. The 
l f' D  is laid out in such a manner as to faci l itate i n format i on no,, to achieve cxcc ut i \'e- level  decis ions 
and further command guidance . The IrD is not ional ly  d i ,· i<le<l into hori :tons. from right to le li : Current 

l i N( ' I . ASS l l · l l -:1 )  

UNCLASSIFIED 



UNCLASSIFIED 

l . C l .  SS l l · I F I >  
USU.' I 3000-04 

Operat ions t C l  O PS ) .  Future Operat ions ( F LOP _ l. and t- u ture P lans .
. 
! h� arran�eme�t of C F Es with i n  

these hori zons rei n forces the ir  purpose and hel ps i l l ust rate the hand-o t f  ol  planning c llorts between the 
Futun: Plans and F UOPS horizons. Addi t i0nal ly .  the C F Es an: al i gned , ertkal ly on thc: I F() base<l on 
which cri t ical path the� support : Plans.  Operations. and Man-Tra in -Equip ( l'vtTE ) . The latest ,·ersion of 
the I F D  can he found 0n the BR r,,na ! . 

! 
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Figure 3 :  L J SC YBL :RCO M I n formation Flow Diagram 

3 . 3 . 1 .  Change Req uest Process . Cond uct changes to the l F D  in accordance with ( I A\\ " )  
Enc losure 4.  Ratt le Rh)1hm Management Processes. 

3 .4 .  SeHn-M in ute Drill  (7MD).  An effect ive BR req uires the CoS ' s  active management and the 
staff s meet ing d i sc ipl i ne .  The CoS establ ishes a dcl ihemte RR control process and structure that 
ach icn:s and mai ntai ns e fti:ct i ,·e dec i s ion  support for the CDR and sta ff s  shared understanding ,·ia a 
7 M O. The 7M O i s  the most i mportant supporting document to the BR process . The name "se, en­
m i nuh: dri l l "  refers to the fact that  the proponent  sta ff o fticcr has scn:n m i n utes tll expla in to the CoS 
.. ".h) . .  that part ic u lar (T E i s  necc sary and ho\\ i t  supports the C DC .  

3 .4 . 1 .  l " ht: CoS approves the 7M D. ensur ing that the C IT has a necessary purpose \\ i t h  defi ned 
i npu ts and outputs .  A proposed C IT t hat  has no output and on ly  pro vides generic s i tuational 
a\, arcm:�s. or  an i n formation brid outs ide the Jcc is ion mak i ng proccss. ma) not hdong on the B R .  

3 .4 . 2 .  The U S C Y U E RCOM 71\1 1 )  Tem pl ate ( F igure 4 )  i ncorporates severa l \ ar i at ions o n  the 
t rad i t i onal 7 1\ 1 1 )  tl"!mplatc. wh ich inc ludes physical l ocat ions for (TEs. phone numbers andlnr I n ternet 
Protocol ( I P )  addresses for , irtual  meet i ngs and Sec ure V ideo Teleconferences ( S VTC ) .  and a 
signature b lock for the CoS w i th a Date-T ime Group ( DTG l stamp to g ive the c\·cn t  lcader the 
authorit) to conduct the meeting.  IA W E ndo. un: 4 .  Bat t l e  Rhythm Management Processes. th i s  
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1cmpla1c is a l so used lo n:qucsl changes to the current BR .  It can be dO\\Tiloaded from the BR Porta l 
(go ball k-rh\ thm ) .  

Event  Name  

--- --- . 

�!l'l'I i\i'lf-\M'fh·3:illi!'·I� 

[. -- - . -· - --- - -

II II l I .t. I I I I  I I D 

Figure 4: USCYBERCOM Se\'en-Minute Dri l l  Template 

3 . 5 .  Se,·en-Minutc Drill (7MD)  Matrix .  The 7MD Matrix captures the infonnation from the 7MDs 
for al l of the Command· s  CFFs i n  one consol idated locat ion .  It is uti l i zed hy the CBRM as a quick 
reference when cons idering ne,\ C ' ITs or requirements. Using the matri x .  the CBRM detem1ines i f  an 
exist ing event already sat is fies the ne,, information exchange requirements or can be easi l y  modi fied to 
support the in fonnation exchange requirement . I r  not. the C 8RM offer insights and considerations for 
recommending the approval of a ne,, CTE. 

3 .6 .  Staff Utilization M atrix . The S taff-Ut i l i zat ion Matri x i l l ustrates the manning requirements for 
the ( TEs executed by the staff ISO the CDC and shared understand ing.  Once populated, the staff­
uti l i zation matrix pro,· ides insi ght into manning requirements for the Command and hdps innuence the 
de, dopment of the Joint  \fanning Document ( .( M D ). It also ident i fies h igh demand/low density staff 
sections that m ight be over-taxed by the number of en!nts that requ i re thei r participation. 

3 . 7 .  Time-Space Matrix . The t i me-space matr i x hdps to de-contlict thc phys ical meeting locations. 
required infom1at ion techno logy ( I T )  serv ices. and the avai lable · ·" hi tcspace·· hctwcen l i nked cri tical 
path events executed by the staff I SO the C DC and their shared understanding. The C llRM should 
re ference the Time-Space Matri x along \\ i th  1he calendar when considering changes to exi st i ng (TEs or 
the creat ion of new ones. The Time-Space Matrix helps the CHRM account for these l imitations and 
ensures al l appl icahlc d imensions of the HR ( e . g  . .  t ime. space. and serv ices ) arc accounted for in BR 
change management . 
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"3 . 7 . 1 .  When ut i l i ,1cd in rnn_j um:t ion w i th the ) FD .  the Sta ff- l_ " ti l i zat ion \-latrix .  BR C alendar. and 
the 7\-1 1 )  l'vlatrix .  the Time-Space_ \1atrix pro, · ides a necessary tool to achieve and mainta in a 
del i berate ly-managed H R  that effect i n: ly  supp1)rts the C DC and the staff s  shared understanding .  

3 . 8 . Bat t le  R.hythm (BR)  Calenda r .  The B R  Calendar di splays the  C Fr s  executed h�  the  staff i n  
support o f  the ( 'DR ·  s dec i s ion-mak i ng and shared understand i ng across the sta ff. I t  i s  t he pri mar: 
,· isua l izat ion and communicat ion tool used to com·cy and disseminate C F E  logist ical in fonnat ion ( e . g  . .  
date. t i me. locat ion ) .  
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ENCLOSURE 4 

4. Batt le Rhyth m Management Processes . 

4 . 1 .  Battle Rhythm (BR) An al) sis .  Per iod i c  re, ic,, and assessment of the l ! SCYBERC0\·1 B R  is  
essential to ensuring i t  remains consi stent l y  rc tlec t i  \ c of day-to-day opt:rat ions and e,·ents. and that the 
sequencing and execut i on of a1:t i ,  i tks rc.:gulate<l by t he no,, and sharing of infonnation effeeti\ 'e ly 
supports the C DC .  B R  Anal) s i s i s  conducted annual ly .  at a minimum. I t  consi sts of four phases: 

4 . 1 . 1 .  Phase I - l d cnt i t°)' and Document  the Existing Batt le Rh)· t hm.  I n i t ial BR analysis. 
conducted by the B R M T. focuses 0 11 d isco,·c r ing  the C\ ist i ng prm:csscs and prod uce s  used to in flirm 
the: CDR.  

4 . 1 . 1 . 1 .  C i athcr and rc, · icw ex i s t i ng  a11 i facts ( e .g  . .  organizat ional  charts. 7 M Ds. C D R ' s  
ca l endar. I F D ) . 

4 . 1 . 1 .2 .  l ntcn·ic\, (T L parti1:i pants. ohsern: pnKcsses .  and partic i pate in C F Es to disco,·a 
the processes and products used to in fom1 the CDR .  

4 . 1 . 1 .3 .  Doc ument t he  ex i s t i ng  hat t lc  rhythm construct by  diagramm i ng the  I F D .  and 
popu late the Stal{ 7MD and Time-Space Matriccs to v isua l ize part i c ipat ion and in fonnat ion 
exchange products ( i .e . .  i nputs and nut put s )  of ex ist ing c r Fs. 

4 . 1 . 2 .  Phase I I  - Conduct Assessment .  The BR\1 T  conducts a detai led assessment. fac i l i tated 
by a series of quest ions des igned l!l h igh l igh t  shortcomings or gaps in BR knowledge shari ng and 
manageab i l i ty .  The fol lowing considerat ions comprise the assessment cr i ter ia :  

• Are the C DR"s  touch poi nts 1 ident i fied'? 
• Are al l i nfonnat ion exchange n:quiremt:nts ( i .e . .  i nputs and outputs ) acwunted for i n  the BR' >  
• Are t hc cri t ical paths ddi m:d·> 
• ls the HR in synch wi th the C DC'! 
• Does the 13R re llect only repe t i t i ve C F Ls that support t he C DC'! 
• Are CFLs i n  a logical order'? 
• I s  the B R  staff and subordinate e lement supportable'! 
• Does the 13R ha\'e su fticknt · ·wh ite space'?· ·  
• Does the CoS apprt)\'e a l l  changes to the l3 R'.> 
• Arc there enough suppon i ng resources for e,·ent requi rements'? 

4 . 1 .3 . Phase I l l  - l m pkment  Changes . l 'he BRl'vlT hrids the CoS on the ana l yses and 
imp lementat ion p lan . A systematic implementat ion plan de fines the real i t ies  of the current  13R :  
art icu late · the mh antagcs of t he  propllscd B R :  pro , idcs detai l s  o f  t he  t rans i t ion mak i ng t he  CoS .  
DCoS . Di rectors. and staff comfonabk wi th  the  change: helps t o  ohta in buy- in :  and  a l lO\\ S  them to 
foster the change. 

4 . 1 .4 .  Phase IV - \ta nagc.  The CDR · s i n fonnat ional exchange requ i rements do not remain 
stat i c .  Transi t i ims hetween operat ional  phases. modi fications to m i ss ion.  and leadershi p  changes 
prompt a rc,· ic,, of the c ffec t i ,·encss of the B R . The prnducts of th.: l l SC Y BE RCOM BR Analysis 

• I he h:m1 · · touch point " '  refers to interact ions het\1 een the C l >R and staff 
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Process scn·e as management too l s  for the CoS to determ i ne how new i n format ion exchange 
requirements can be i ntegrated i nto the cu rrent B K  and when refinement i s  necessari ly .  

4 .2 .  Battle Rhyth m ( BR) Change Req uests .  The USCYBL RC0 \1 U R  i s  predictable .  yet flex ib l e .  
and  can  be  changed. as required . l l owc\'cr. i t  i s  i mportant that such changes arc fonna l ly  decontlictcd 
with other l · scYI3ERCOM Cf Es and coordinated across the staff w i th h igher and lo,, er 1- IQs. The 
Change Rcqucst Process. out l ined in figure 5 he!O\.\ . is  used to C\ 'al uatc and appro vc or d isappro\'t: 
submitted change r.:quests to the appro, cd l SCYBE RC0\1 B R .  

- - -�--------- --.., ---------,.-"• i - - - --
�-------------------------------,:, , .. 

1 -' igurc 5 :  Bai l le Rhythm Change Request Process 

➔ . 2 . 1 .  The OPR subm i ts a BR Change R1.:q uest ( ,  ia  a 7 M D )  to the B R i\-·I T . 

-4 . 2 . 2 .  T he B R \'1 I "  re,· i c ,,·s th..:- Chan�c Request . 

4 . 2 . 2 . 1 .  I f  a m i nor change ( e .g  . .  DlG modi ti cat inn tn a s ing le  occurrern:e ). the C BRi\1  
apprcm:s the  change. updatcs assm: iatcd B R  prod ucts. and not i lics a l l  Directorates. Special Sta ff 
and Components .  

4 . 2 .2 .2 . If  a major changl.'. thl.' request i s  suhmittcd to the 13RWG for rc,· i cw . impact 
ana l :  s i s. and de, e lopmcnt of RR change CO As for submission to the: 8R�·1B .  
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4 .2 . 3 . The BRM B reviews al l change requests and change COAs. and prO\ idcs guidance and 1or 
recom mendat ions for CoS apprO\ a l  or d i sapprm·a l . 

4 .2 .4 .  The CoS re\· ie,,·s change COA s.  appn.1,·es.:d isappron:s . and noti ties a l l  Directorates. 
Special Staff and Components at an appropriate sync e,·ent .  

4 . 3 .  Steady-State to C risis Trans itio n .  Cri si s management is  the process hy which an organizat ion 
deals \\' ith a d isrupt i \'e and unexpected en:nt that threatens to hann the organ izat ion .  i t s  stakeholders. or 
the general pub l ic .  Cris is planning i s  conducted when an emergent  si tuat ion ari ses . I n  a cri si s. plann ing 
usua l ly  transit ions rap id ly  10 execut ion : the si tua t ion may req u i re e l i m inat ion or compress ion of steps. 
depending on t ime arni labk .  

4 .3 . 1 .  When a CCIR is  triggered. th\! USC Y BERCOM JOC cris is  response framework 
detem1ines i f  a Cri s i s  Act ion Team (CAT ) is req ui red for an assessment o f  the sit uat i on .  A CAT is a 
task-organized group o f i nd i , idual s assemhkd by the C urrent Operat ions Oi \· ision (J 3 3 ) .  and is the 
ent i t:, respons ib le  for execut i ng c ri s i s  p lann i ng . 

4 . 3 . 2 . Crisis Action Team (CAT) Actirntion . 

4 . 3 . 2 . 1 .  A CAT i s  act i vated when the in i t ia l  si tuat ional assessment indicates the potential 
for immi nent m i l i tary action. and requ i res experts or the need for surge support to the J33 or 
JOC . 

4 .3 . 2 .2 .  The CAT Lead then assuml.!s the role an� responsib i l i ty of CBRM for the: duration 
of the crisis. This includes integrat ing management of the cri s i s  into the cum:nt Command BR.  
designating OPRs for  ne\\ C FE s  during the Planni ng Phase. and establ ishing any new BR events 
and direct requi red inputs ( e .g . . CDR"s  assessments )  from the components in support of the 
cr is is .  l f a  CAT is not act i ,·ated. BR management rcsponsihi l i t ies re turn to the CBRl'vl . 

4 .3 . 3 . For add i t ional infonnat ion. refer to the USCY BERCOM . Knmrle,(�e Managemenl 
S1a1 1clanl Op<'rating l'mcC'clure (.'ff)I'J . /<11' Operations. Exercisi:s. and H'arxami:s. 
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7MD 
81{ 
BRMB 
BRMT 
BRWG 
CAT 
CBRM 
CCIR 
CDC 

CDR 
en: 

CKO 
COA 
CoS 
DC'oS 
DOD 
DT<; 
FLOPS 
HHQ 

HQ 

Sc,·en-Minute Drill 
Battle Rhythm 
Battle Rh)1hm Management Board 
Battle Rhythm Management Team 
Battle Rhythm \\'orking (_jroup 
Crisis Action Team 
Command Battk Rhythm l\,fanagcr 
Commander·s Critical lnfom1ation Kc4uirements 
Commander's Decision Cycle 
c·ommander 
Cross-Functional h ent 
Chier Knowledge Oflicer 
Course(s l  of Action 
Chief of Staff 
Deputy Chief of Staff 
Department of Deti:nsc 
Oatc-Timt.· Ciroup 
Future Operations 
Higher l leadquancrs 
I leadquartcrs 
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.B 
J33 
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i n  accordance \, i t h  
l n fom1at ion F low Diagram 
in support o f  
Director of Operat ions 
C urrent Opaat ions [) i \·ision 
Director of Plans and Pol icy 
Jo in t  Operat ions Center 
Joint Publ icat ion 
Knowledge �fanagemcnt 
O nice o f  l ' r imar� Respo1 1s i h i l i t� 
Poi nt o f  Contact 
Request for Informat ion 
Senior Execu t in: Sen· ice 
Standard Operat ing Procl.'!d ures 
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l ln i ted States Cyhcr Command 
Working Group 
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Board. An organ i 1.cd grnup of i nd i ,  idu:.ils " i t h i n  l • S< " Y B t-: RCO\1 .  appo i n ted h) the C l >R ( or other 
authori t , ) t hat meets ,, i th the u use or obtain im.! !.!uidance or  a dec is ion . Boards arc chaired h) a 
seni or l�ader ( e .g  . . Geni:ral or f l ag Onicers ( U O · r O  ). Senior l : xi:cuti\'e Ser\' icc ( S E S )  personnel ) " i th 
rnemhcrs represent i ng  maj m staff clements.  suhord i natc rnmmands. L ia i son O rticers ( I .N O ) . and oth.: r 
organi;,atfons as rc4uircd . ( .I I > 3 -3 3 )  

There arc t \\ o d i fli:rcnt t) p1.·s  0 f hoards :  

• Command Board - Chaired by the C DR ,,·i th  the purpose of pro, id ing gu idance or a dcc is i t 1n  
• Func t ional Board - Chaired b) a senior leader to whom the author i t) to dec ide a part i c u lar  

mauer has hecn de kgated " i th the goa l to obta in  ti.mct inna l l )  spcc i lic  guidance and deci s ions 
from the CDR ( or des ignated rcprc ·entat iw ) based on a staff rccom mendati0n focu.  i ng nn : 

:::; Synchroniz ing a partic ular function ( e . g  .. target ing ) across mul t i ple p lann i ng i n i t i a t i \ 'CS 
:: A l locat ion of resources bet\\ ecn ongoi ng or fut ure operat ions 
:::; Mui ntain ing cont inu i t )  o f  purptisc m:mss ongliing operat ions 

Center . /\ n  enduri ng funct ional organ i zat ion w i t h  support ing sta ff. des igned to perform a j o int 
funct ion ,, ith in a HQ. ( J P  3 - 3 3 ) 

\\'ork in , Grou ( \\ '( i ) .  J\ n  endur i ng or  aJ hoc organizat ion \\  i th in  L : SC Y B E RCOM fonncd around a 
spec i fic  function w hose purpose is  to pro\' ide anal vs is  and recommendation · on more end uring 
cha l l enges across a l l t h ree C\ cnt  hmi mns.  -_ rhe \\'t i consist s o f  a core funct ional group and other 
rcprescntatiws . \\ Us arc man ned hy .I -codes and other sources 0f expcrt i se perta in ing to the WU·  s 
funct ion . I n formation flows i n  both d i rections hct\, een \\'Gs and the .I -code d i n:ctoratcs. WGs ma� 
tom1 suhord i nale f • lann ing leams.  or  le, ) ex i st ing  P lann ing Teams ,, i th nc\, tasks and 1or 
requ iremen ts. to examine speci fic issues under t he d i rect ion of the CoS.  J 3 .  or  J S .  ( J P  3 -3 3 ) 

Planning Team.  t\n ad  hoc organi zat ion ,, i th in USC Y BERCOM estab l i shed 1c1 soh-e a s ingle problem 
related 10 a spec i fic task or requ i rement on a si ngle e,·ent horizon .  The CoS. J 3 .  and .1 5 mav d i rect the 
establ i shment of P lann i ng Team s  (e.g . . Operat i onal . l n tegratcd. Cr i s i s .  Tiger Team. or Joint ) for the 
spec i fic  purpose of ach ie,· i ng a planning ohjcct i ,  c t h rough the u e of a charter. with a 7 M D. suhm i ued 
wi t h i n  30 cakndar days of creat ion . In 01111:· cases. ex i st ing p lann ing team - may bc a. si gned nc\\ 
tasks that cxtcnJ the c\·cnt  act i d ty durat ion at t he d i rect ion  o f  t he respcct i  ,·c D i rectora te .  I I o ,w, e r. i n  
most c a  ·cs . P l anni ng Tea ms an: not cndurin!.! and J i  · so l w upon complet ion o f  the ass igned task( s ) . ( .I P  
3 - 3 3 .  J P  5 -0 ) 

l - � ( "  l . i\ SS I I · I I · I >  
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S E V E N - M I N U T E  D R I L L  

C H E C K L I S T  

F O R  S U B M I S S I O N  O F  S E V E N - M I N U T E  D R I L L S  

H O W  T O  USE  T H I S  C H E C K L I ST  
Success of the Battle Rhythm i s  largely dependent on the Command's Action Officers (AOs) who a re  clear on 
expectations for their ro le  and responsibi l it ies. Th is checkl i st out l ines the fie lds that must be completed when you are 

tasked with submitting a Seven-Minute Dri l l  (7MD) form. The terms under "7MD TASKS" correspond to the numbered 
items on the sample 7MD form below .  

1 

Batt le  Rhyth m Management Boa rd• ( b )  ( 3 )  1 0  U . S . C .  § 1 3 0b 

OUTPUTS } TO WHICH ORGAPMATION'i OA fVE NTP l 
�Ul' l•U HI S. SH f.V UH (S.) 

PU Ri'OS.l 

1r� PUTS 

To v•lidat• ind approw an rela,ed battle rhythm l'WflU ind Kttvfties for indusion 
In the ■pp,o,,ed b■ttl• rhythm. 

FROM WHICH ORGANIZATION OR EVEP-JT l 

Battle Rhythm Ma-Council 

10 BaM, J070 CICO, Jl Deputy. J2 Deputy. J4 Deputy, 17 Deputy, ll DDCO, Jl DOFO, 
llejk,ty, ,a Dopur,, 19 Deputy {Dolepblo to Co$) 

O HJ;. l'H IOt, .\ I HORIJ()t4 

OPERAT IQr.Al T t [ R 

co o, ..., , n  

H',,�ll ,TMOR 

t'OC. l f..,:.,l l  

POC lJ l� ClAV, P I IOfH 

PO(  f,'c> l 'i  l' t t �; P,;f_ 

/1. l l ! f.r�/,H I 
A t t rAtU.l f  r ",1 ,\ 1 1  

, _  
.O.t T l  1.r�t.H ur�rt  A'- ', P l !O'H l ___ _ 
.ll l Tt RUt.ll r,',T':,, r 1 10rH 

£ VF'JT  O P R  l '. 

LOCl\1.0 'J : 1 

• H t U Jt tH. Y 

c.w or n ir wr r 11. 1 -1  

7MD TASKS 

□ Event Name (1) 

□ Outputs (2) 

□ Consumers (3) 

□ Purpose (4) 

□ Inputs (S) 

□ Sources of Input (6) 

Create a name for your event that communicates the purpose (e.g., 
"Battle Rhythm Management Board" indicates that your even makes 
decis ions, provides guidance and approves documentation ). 

Li st the unique outputs ( i .e. , products) that the CFE provides. The product 
must have a unique name. 

To which CFEs a nd/or organizations wi l l  the output be d istri buted (e.g., 
JS32 )?  You may use abbreviations and acronyms such as "BRMB." 

Describe the purpose of the CFE. Be concise, but accurate. 

List the resources needed (e.g., white papers, reports, assessments, data 
sets) to help the CFE produce its un ique outputs . 

Li st the sources of i nput (e.g., Batt le  Rhythm Management Counci l ) .  These 
are the individuals, organizations, etc. that produce the sources of input. 

ONCt...Jiji,j-AfB=!fATES CYBER COMMAND BATTLE RHYTHM, SEVEN-MINUTE DRIU 
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7MD TASKS 

2 

□ 

□ 

□ 

□ 

□ 

□ 

□ 

□ 

Membership (7) 

Level (8) 

Leadership (9) 

Points of Contact (10) 

Event OPR (11) 

Location (12 ) 

F requency (13) 

Day of the Week (14) 

list the organ izations that need continual representation for the CFE to 
produce its unique outputs ( i .e . ,  necessary members). P lease do not 
inc lude intermittent attendees, such as techn ica l  experts. 

li st the type of CFE. Choose from the fol lowing: 

• _CDR_BR 
• Board 

• Counci l 

• Working Group 

• Joint Plan n ing Group 

list the staff offices who wil l  serve a s  the cha i r, co-cha ir, and fac i l itator? 

• Cha i r  (e.g. , Ch ief of Staff) 
• Co-Chair (e.g., N/A) 
• Faci l itator (e .g., JOlO BRM) 

list both pr imary and alternate POC information: 

• Ema i l  address 

• Commercial (COMM) phone 

• NSTS phone 

What i s  the office of primary responsibi lity (OPR) for this CFE (e.g. , J010)? 

Where does the CFE take p lace (e.g., ICC)? 

How often does the event  occur (e.g. , Annua l ly, Quarterly, Monthly, 
Weekly, Dai ly ) ? 

On what day of the week does the  CFE take place? 

Once completed, send your  Seven-M inute Dri l l  to your  06 for in it ia l review. If no changes are 
required, your 06 wi ll then forward it to your GOFO for review and approval .  From there, i t  goes to 
the Battle Rhyth m Support Team (BRST) to begin the Batt le Rhythm Change Request Process . 

For questions, please contact the Batt le Rhythm Support Team at uscc battlerhythm@nsa . ic .gov 

UNCLA�T��ATES CYBER COMMAND BATTLE RHYTHM, SEVEN-M INUTE DRIU 



. Event N a me 
OUTPUTS TO WHICH ORGAN IZATIONS OR EVENTS? 

INPUTS FROM WHICH ORGANIZATION OR EVENT? 

U N C L A S S I F I E D  

UNCLASSIFIED 

SUPPORTS BR EVENT{S) 

OPERATIONAL HORIZON 

OPERATIONAL TIER 

LEVEL 

EVENT TYPE 

CHAIR 

CO-CHAIR 

FACILITATOR 

POC 

POC EMAIL 

POC UNCLASS PHONE 

POC NSTS PHONE 

ALTERNATE 

ALTERNATE EMAIL 

ALTERNATE UNCLASS PHONE  

ALTERNATE NSTS PHONE 

EVENT OPR 

LOCATION 

FREQUENCY 

DAY OF THE WEEK 

U N C L A S S I F I E D  

SEE OUTPUT REOPIENTS 



P lease revi ew the FAQs be low befo re su bm itti ng  you r  q uest ion 

UNCLASS I F I E D  

H o w  do I submit  a question for th i s  FAQ? 

Click the "Aslc a Question" Button Below 

What 1s the process for adding an event to the Battle Rhythm? 

Can I add folders to my Battle Rhythm Event Page document hbrnry? 

Where do I go if I have a general  BR question? 

I just su bmitted a 7-Minute Drill ,  but I can't edit 1t now. What do I do? 



Please review the FAQs below before submitting your question 

How do I submit a question for this FAQ? 

0 I t • • • I , I I I : 

UNCLASSIFIED 

t I • ; 

On the homepage. click "Submit a 7-Minute Drill". Go through the form and include all the information. From there. lhe Ba1tfe Rhythm Support Team will review the new 
entry and provide a summary of impact to the Knowledge Management 'vVor1<ing Group {KMWG) The KMWG win provide an assessment of the proposed Battle Rhythm 
change to the Battle Rhythm Management Council (BRMC) The BRMC, composed of all Directorate Chiefs of Staff. will de-conflict the change and provide an approval ...,. 

Can I add folders to my Battle Rhythm Event Pa{Je document library? 

Where do t go tf I have a general BR question? 

. .  . I . . . . . . 



Please review the FAQs below before submitting your question 

UNCLASSIFIED 

How do I submit a question for this FAQ? 

What is the process for adding an event to the Battle Rhythm? 

Can I add folders to my Battle Rhythm Event Paoe document library? 

No. The Batlle Rhythm portal and associated tools utilize a system of meta-<lala tagging and relational database methods lo automate information sharing. Because of this, 
any desired chan9es would need to be requested for consideration and impact across every BR Event Page 

Where do I go if I have a general BR question? 
---

' Just submitted a 7 -Minute Dnll, but I can't edit it now. What do I do? 



P lease review the FAQs be low befo re submitt i ng  your  questio n 

UNCLASSIF IED 

How do I submit a question for tll is FAQ? 

What is the process for adding an event to the Battle Rhythm? 

Can I add folders to my Battle Rhythm Event Page document library? 

Where do I go 1f I have a genera l BR question?  

Ea,h Directorate has  its own Ban!e ?.h�'thm Promoter who can provide some as.si5tance (n reµresen.ing that direcrorn:es own Battle Rh•1tt1m. The current list of  promoters can 
be f.::iuncs on the home page under the " Battl e Rhythm Team� tab. At the Command level, the Battle Rhv'thm managemem is performetl by a c:edicatec team that ca n be 
contacted by email ing uscc_ban!erhythm@nsa . ic.gov 

I Just submitted a 7-Minute Dnl l, but I can't edit  it now. What do I do? 

Didn't find the answer? Submit you r question b;• clicking the button below 

... 



Please review the FAQs be low befo re su bmitt ing  Y9LLLquestion 

How d o  I submit a question for this FAQ? 

What is  the process for adding a n  event to the Battle Rhythm? 

Can I add ra iders to my Battle R hythm Event Page document hbrnry? 

Where do I go if I have a genera l BR question? 

I j u st submitted 11 7-Minute Dri l l ,  but I can't edit  i t  now. What do I do? 

I ' • I 

Once 7-MD is submitted into the system an cha nges ( add ect it, delete) go through the B R  Ch ange Management process. Please reach out to 
uscc_baltlerhyth m@nsa . ic .gov UNCLASSIF IED 
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Understanding Battle Rhythm 

Introduction 

A battle rhythm (BR} is one of several command-and-control management processes. It is a discipl ined, 

multi-level, cross-functional work flow that streaml ines activ ity, optimizes resources, and maximizes the 

exchange and ana lysis of all shared information. Its three primary purposes are to support the 

Commander's Decision Cycle, ensure a shared understanding among the staff, and help enable continuity 

of operations by documenting routine processes within the command. 

The Battle Rhvthm Process 

The USCYBERCOM BR Process begins with ou r Commander. In the interest of making the best decisions, 

the Commander employs the Commander's Decision Cycle, which is supported by the BR and other 
management processes. 

The BR, in turn, is made up of varying activities that gather and process information. These activities a re 
carried out by cross-functional events (CFE) and consist of people who represent mu ltip le directorates. 

These directorate representatives are the CFE members. They provide perspective and contribute to the 

production of unique output products along a critical path. A critical path is a key sequence of information 

processing. 

The production of output is the result of processing input (fig. 1). Couple this activity with meetings, where 

progress is reported and assignments are tasked, and you get a general description of the behavior and 
purpose of a l l  CFEs. 

/ •:p :, ·  

_____ .......... 
(J541 Plr1Mnhlp 

Development Council (PDCI 

-----

-----

(JS) Partnership 
Development Board 

(PDB) 

Figure 1 - /nfonnntion processing through CFEs 

U N C LASS IF IED  
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The Commander's Decis ion Cycl e 

Like battle rhythm, the commander's decision cycle is a command-and-control _(C2) management process. 
It is a cycl ical process that eval uates and fine-tunes a commander's planning and directing effort. The 
battle rhythm and other C2 management processes support the decision cycle with processed information 
and recommendations. 

The decision cycle has four phases (fig. 1): 

1 .  The monitor phase reviews ongoing activity resulting from the commander's most recent orders. 
Centers, such as the JOC, perform this function. 

2 .  The assess phase measures impact by weighing accomplishments against objectives. The results 
serve as a catalyst for planning. 

3 . The plan phase uses assessments to adjust the current approach .  

4 .  The direct phase applies the desired changes to issue new and better direction . 

. Monitor 

Plan 

Figure 1 - The Commander 's Decision Cycle (JP 3-33, pp IV-16 - 1 7) 

The Communicate arrows in the middle of the graphic indicate that informal, interphase discussions 
contribute to the formal process. 

U N C LASS IF IED 
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Cross-Functional Events 

A cross-functional event (CFE), also known as a battle rhythm event, is an activity that facilitates the battle 

rhythm workflow, and each involves personnel from multiple directorates. One CFE may, for instance, 

involve members representing J3, J5, J71 and J8. This cross-functional arrangement promotes a shared 

understanding of information among the staff and helps provide more comprehensive support to the 

Commander's Decision Cycle. 

Additionally, CFEs require input from, and produce output to, another CFE. And each CFE member must 

have the authority to contribute on behalf of their directorate. 

In USCYBERCOM, there are four CFEs: boards, councils, planning teams, and working groups: 

1. A board meets to generate guidance and decisions. Its authority and responsibilities are derived 

from the authority that established it. Senior executives, generals, and flag officers chair boards 

with members representing major staff elements, subordinate commands, liaison officers, and 

other organizations as required (Ref: JP 3-33, l l-19/20 ). Examples of boards include the Partnership 

Development Board (PDB), CYBERCOM Requirements & Investment Board (CRIB), and Cyber 

Requirements & Evaluation Board (CREB). 

2. A council serves as intermediary authorities to develop guidance and synchronize activities for 

senior leadership. Chaired by O-6s and GS-15s, they also screen presentations prior to a board. 

Examples of councils include the Partnership Development Council (PDC). 

3. A planning team (PT) is established to solve problems related to planning objectives and is 

functionally specific. The Cos, J3 Director, and J5 Director guide the establishment of PTs 

[operational (OPT), integrated ( IPT), crisis, tiger team, or joint). Any director, however, may request 

one through the use of a charter and submitting a 7-minute drill within 30 calendar days of the PTs 

creation. Examples of PTs include country-specific OPTs and exercise-support teams. 

4. A working group (WG) conducts analysis and planning for the Commander's Decision Cycle and is 

functionally specific. They may be enduring organizations or ad hoc. WGs may form subordinate PTs 

to examine specific issues under the direction of the Cos, J3, or J5  (Ref: JP 3-33, ll-13). Examples of 

working groups include the CRIB-WG and CREB-WG. 

UNCLASSIFIED 
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Critica l Paths 

A primary factor impacting the adjud ication of your event request i s  the consideration of critical paths. A 

critica l path is a key sequence of information processing, managed by designated cross-functional events 

(CFEs; see figu re 1 ). 

When you request the initiation of a new CFE, you will indicate when and how often you'd l ike it to occur, 

and who should attend. However, critical paths must be maintained and, therefore, some details of your 
original request may need to be altered. Even the cha irperson may be changed out due to scheduling 

conflicts. If your CFE request is approved, that means the new activity is necessary and its importance 

overrides the avai labi l ity of any ind ividual .  

-----
( ' r  1 . ,  u . }'.; ,,. 

_____ ,..... 
CJ54) Partnership 

D••••o-t Council CPDC) 

-----

(JS) Partnership 
Development Board 

. (PDB) 

Figure I - A  ponion of this critical path is managed hy the JEWG, PDC, and PDB 

U N C LASSIF IED 
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I nformation Flow Diagram 

The information flow diagram, or I F D, shows the relationship of cross-functional events {CFEs) and 

organizational groupings within USCYBERCOM battle rhythm. 

Notice the four colored groupings laid out in columns from left to right (figure 1). The orange boxes on the 

fa r left a re CFEs that serve a plans function; b lue boxes to the right of those are operations; the brown 

borders are "man-train-equip," (MTE), and the far right with the yel low background has CF Es associated 

with current operations ( Cu Ops). 

t i 
! 

, :  

� = 

: 1  

\..__ ._l l  ____ ___ _,J \......._ ____ ___ __,J l�--- J -y- y y v---

Plans 0 p s MTE Cu Ops 

Figure 1 - Functional division of CFEs 

UNCLASS IF IED  
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CFEs are a lso organized by seniority, top to bottom, in three tiers: Direction & Guidance, Act & Plan, and 
Production (figure 2). 

At the top, the Direction & Guidance Tier includes boards chaired by the Commander and those delegated 
to his Deputy and Chief of Staff. These boards produce decisions based on the information processed by 
subordinate CFEs. The Direction & Guidance Tier is also known as the Commander's touch points. 

Direction 
& 

Guidance 

Act & 
Pl an 

Production 

·'".ii" �"";' 
"a" -½-"  

�·� :s: 
� � A.::  �--� � z: :!'l: :s: 

Figure 2 - Division of CF Es by Seniority 

:r.- -r -

- -r -"- !� 

The middle tier is called Act & Plan and is made up of functiona l boards, which are typical ly chaired by 06s 
and GS-15s. 

Production, the lower tier, includes councils, working groups, and planning teams. CFEs in the Production 
Tier are also referred to as AO-level CFEs. This tier is where analytical reports ( e.g., estimates and 
assessments) and recommendations are generated. 

Page 2 of 3 
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IFD tiers also loosely deteITTline which day of the week CFE meetings will be held (figure 3). 

MONDAY TUESDAY WEDNESDAY THURSDAY FRIDAY 

Ob/GS lS 

• (o.inCII, 

• Ser or Wo·�ing 

Group, 

Rcwch 

• 1 & 3 = CoS 

• 2 . 0 DCDR 

• 4 c CDR 

Figure 3 - CFE Meeting Schedule for USCYBERCOM 

No Cf[ Meetings 

(wh,te space) 

Boards meet on Thursdays and most everything else meets on Mondays and Tuesdays. Wednesdays are 

special, however, in that they are set aside for councils and senior working groups, which are Production 

Tier CFEs. No battle rhythm meetings are scheduled on Fridays. This scheduling structure encourages 

preparation and purpose for CFE meetings, leading to greater efficiency. 

Page 3 of 3 
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What Kind of I nformation is Needed 

for the 7-Minute Dri l l? 

This short article will help you provide the  right kind of information i n  requesting a change to the 

USCYBERCOM Battle Rhythm (the 7-Minute Dril l or 7MD). The form shown below is the review slide used 

at each level of the approval process (figure 1 ). The approval process is currently manual, but the Batt le 

Rhythm Management Team is making it increasingly automated. 

1. Event Name 

, Batt l e  R hyth m M a n age m e n t  Bo a rd 

INPUTS 

M(Mlli�HIP 

TO WHIOI ORGANIZATIONS OR fVlNTS? 

llltlle Rhythm SUpport Tum (IIRST) 

To •- cross.functionlll .-.enu and ewnt chances for lnduslon 1n 1M bottle 
,hythm. 

FROM wt90I ORGANIZATION OR £VlNT? 

llltlle Rhythm Council (eRMC) 

llltlle Rhvthm SUPC)Oft Tum (BRSTJ 

USCC� J010 1RM; JO,O CIII); l)eputy o, �  of JI. JZ. 14. 15, 17,JI, and J9; 15 
DOCO; and "  DOfO 

Figure I - 7MD Review Slide (Left Half) 

■ • • • 
I 

The event name should indicate a type of cross-functional event (CFE). Your proposed CFE is categorized 

as either a board, council, working group, or planning team. 

"Briefs," " stand-ups," "forums," "huddles," and so on, do not indicate a type of CFE. 

Page l of 3 
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2. Outputs 

Output products of a CFE are unique and are generally input to at least one other CFE. They may also be 

distributed to any requesting organization having a need to know. They are the essential element of a 

CFE's purpose. 

List specific document names and the type ( estimate, assessment, summary, recommendation, decision, 

brief, memorandum, report etc.) that your CFE will generate. Also include the organizations to which each 

product will be disseminated. List all agencies, commands, and offices. Meeting minutes, RFls, WARs, 

tasking, etc. are not unique battle rhythm outputs but are common administrative records; therefore, 

please don't include these. 

3. Purpose 

The purpose is a free-text elaboration of the outputs. Please be concise, but accurate. 

4. Inputs 

Input products are any source document or data set that your CFE requires to produce its output. The 

Battle Rhythm Management Team (BRMT) needs this information to track the flow and utility of products 

throughout the battle rhythm. The sources of input may be many and varied. 

List specific names of products that your CFE needs. Include the organization or event delivering that 

product. 

5. Membership 

Membership is a list of offices that need representation throughout all activity of the event to achieve its 

purpose. Please do not include intermittent attendees at meetings, such as technical experts; these have 

no bearing on the approval process. 

Page 2 of 3 
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The right side of the slide (figure 2) is fami l ia r  administrative data . Begin by ·fi l l ing in the information you 
have; we can go over the rest of the fields together over the phone. 

Remember to contact the BRMT (uscc battlerhythm@cybercom.ic.gov) early and often throughout 
the process. Please use figure 2 to help you provide  the right kind of information. For example, notice how 
some fields require an ind ividua l ' s  name, while others need a position. 

nt Boa rd 
SUPPORIS BR EVEN l (S) 

OPUIAllONAl HORIZON 

OPERATlONAl TIE R 

lEVH 

CVENT TYPf. 

CHAIR 

CO-OIAIR 

IACILITATOR 

PO( 

POC EMAI L 

POC UNCIASS PHONE 

POC NSTS PtlON E 

AlTTRNATE 

All lRNAll EMAIi 

ALTERNATE UNCIASS PHONE 

ALTERNATE NSTS PHONE 

EVENT OPR 

LOCATION 

fR[QU[NCY 

OAY Of TIIE WU K 

Figure 2 - 7MD Review Slide (Right Half) 

UNCLASSIF IED 

( b l ( 3 )  10 U . S . C .  § 1 3 0b 

Page 3 of 3 



UNCLASSIFIED 

The 7-Minute Dril l Approval Process 

The 7-minute drill (7MD), or battle rhythm (BR) change request, is processed in different ways, depending 

on the type of request. This article will provide general knowledge of what to expect. 

Regardless of your level of knowledge, remember that contacting the Battle Rhythm Management Team 

(BRMT) right away is always your best first step. Send an email to 

uscc battlerhyth m@cybercom.ic .gov and include everything you know about your tasking. The 

BRMT is your advocate in the BR change request process. Any of our team members will be happy to help 

you navigate the obstacles. 

There are two primary types of BR change: ( 1) changing an existing cross-functional event (CFE) and (2) 
creating a new CFE. 

Change an Existing CFE 

The process of making a change to an existing CFE will vary according to the specifics requested. For 

instance, changing a point of contact is simply considered a data update and does not require Chief-of-Staff 

(cos) approval. Whereas, replacing the chairperson will require Cos approval. 

Create a New CFE 

There are two important approvals about which you need to know: Your Director's approval, which starts 

the process and the CoS's approval, which finalizes the process and makes the change. Below are the 

primary steps; secondary steps may vary by directorate: 

1. Contact the BRMT; we will give detailed instructions on acquiring your 7M D information 

2. Submit your initial draft for 06/GS-15 review within your own directorate 

3. Make required edits and submit for director approval 

4. Make required edits and submit director-approved 7MD to the BRMT 

5. The BRMT will initiate process towards final, Cos approval 

a. Present at Knowledge Management Working Group meeting 

b. Present at Battle Rhythm Management Council (BRMC) meeting 

6. Cos meets with all directors at the Battle Rhythm Management Board to approve BR changes 
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The G lobal  Navigation Menu Bar 

The global navigation bar  i s  present across al l pages in  the portal and consists of  drop-down menus. The 

menu items link to information about the BR Management Team, meeting resources, web forms, tra ining, 

references, and 7-minute dril ls .  Hover over the menu titles to reveal the menu items (figure 1). 

Batt le Rhyth m Quicks t a rt I nfo 

Abou t  Us 

Contact  Us 

Battle Rhythm U pda tes 

Figure I - Hover Pni11ter tn 
Display Menu Items 

This feature enables you to quickly access key items from any page, providing a common-desk-top 

experience no matter where you are in the porta l .  Click the menu items to follow the l inks. 

• 
BR B a tt le R hy1 h m  Quick,1art I nfo • Battle Rhythm Resources • Baltic Rhythm Home • Comma nder's Batl le R hythm .• I 

BR  
Ahou1 Us 

; Contact Us 

1 Ba1t le Rhythm Upd"i 

USCY B E R COM B,,ttle Rhythm M 1ss 1on  St., te m e nt 

Guidance & References 
How to U se the 7MD Tool 
Meeting Resou,ces 

• Staffing Packages 

I Tools and Apps 

Old Bat t le Rhythm Page 
7 -Minule Drills 
In formation F low Diag r am 
USCYBERCOM BR Calendar 

C DR's Br iefi ng Repos,tory 
Commander's BR Schedule 

" Bneli ng Schedule · rm - z iMiW+ihi:iili::939+& 
Figure 2 - Select Menu Items to follow links. 
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The Tabu lar  I nformation 

Located just below the global navigation bar i s  a row of tabs. Select each tab t o  reveal information about 
the aims, values, and the way ahead for battle rhythm management, as well as points of contact. 

F·HSH·IH\i@ii-i@libiiililP-■IEMi&MEE,§lli·l#1#1¥& 1111 
Enric� Cedsion s,,ppo,t to Ille Commande<:

:.
�lak,ng Cyde (COMCJ  ano .,.,,..,ca a u,ared unce,stand,ng oooss U>o Slaff �illl<n a predictabio. yet adapt,,• kamowo,k. bas9d upon oodlfi•d and 

repeatable PfOC�. 

Figure 1 - Mission Statement 

USCYBERCOM B.Jltlc Rhy1hm MK.s1on SL-ttc menl 1+1%\¥\#i&M Battle> Rhy1hm Support Tc-.tm 1111 
mandtt1 •atntr1C duos.ion-making and etr10vnt ope,al10111- across U.S. Cybef Commano (USCYBERCOM) 

Figure 2 - Vi�J"ion Sllltement 

USCYBE RCOM 8.dlllc Rhythm Mission Sldtcmc,nt 8AtUc Rhythm Support Team 1111 
0�1 1 : promote •nhanced linowkd;• sharing 

EM16¥FF,§iii-iMl#11f 
We J)(cimo!e enhanced infOrTMlion and VIOMedge &hanog 10 supp()rl deos.on-making. facihtAle the st81'!'s !hared undet"slMdng and enetXM"age knowledge flow "Mlh htghe1 headquarters (HHO) and 
mls&lon portnora, 

We lovemgo o trome'NOt11 bOted on codified aM ropootablo Ofocesses thal suPPort dlSOC)ll;no ol the Mnle mythm One! enoole 1he st(lft 10 adopt 10 lhe speed ol CMllenges 

Goal 3: opttrntn tho uw of command re50urces 

We optimize lhe use of Command ,esou,CM and hornegfown technologies lhat support inbrnarion sharing 10 mJ)fov& the ease or &ecess to lhe riglil d.Rta 111 the ,ighr 1.-ne 

Goal 4: cuntvallr a coUaborattve culture 

We leViJfaqo both OadillOt"lal and cut-ng-edge c:olaboroDOO mochanisrTl5 IO Wtivale an inclusive cufture bnod on leam"''Ofk. enhancing relationsh1p-bulding and mutual und01siand.ng aa0$s the 
Command and 'Mlh fT1ssion partners 

Figure 3 - Strategic Goals 
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USCYB E R C O M  Battle Rhyth m M1!:.!:.1on St,l tcmcnt  IMWME 8Jttlc Rhtth m StrJtcgy 

Email us 

f:@jj§·j@j&iilHiil:4111 
uscc _ battlerhythm@nsa.gov 

Figure 4 - Points of Contact for the.Battle Rhythm Management Team & Directorate liaisons 

USC Y B E RC O M  B.1 tl lc R t'1ythm M1 �:. 1o n S• . 1 tcmc11I  l'Ri&ME B.,ttlc R hythm S u ppo,t Tc.1m 

Figure 5 - Hide Tabular Information 
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The Left-Side Buttons 

The buttons on the left side of  the homepage (figure 1) d irectly access technical battle rhythm and 
program information. 

View 8att 1., Rt 1y1 t 1m 
Pr CXJT rlrn Updafps 

111 RPVlf'W !ht• lnh • i r n  
I) ♦ • 1 n \.Ym;it 1on f o .•. D 1c1arc1 ·11 
' . 

� 
Submi t  a 

'f!ff!ll 7 r,, , ,  u l •  D r  I 

- ,\s s  /1 

tit O u i:·s t o:1 

> · T� rri,01<><1 err 
�-

Tr d ll l 1 J  

Figure 1 

1 .  View Battle Rhythm Program Updates - Provides the latest information on 

new and upcoming portal capabilities and battle rhythm management 
activit ies. 

2 .  Review the Interim I nformation Flow Diagram - provides the latest update 

to the information flow d iagram. 

3. Submit a 7-M inute Dri ll - Al lows you to register your event, organization, 
or meeting and request changes to the battle rhythm. 

4. Ask a Question -Provides a l ist of frequently asked questions and al lows 

you to submit a question. 

5. Targeted CFE Training -Provides l inks to training that specify a named 

cross-functional event. 
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The Right-Side Buttons 

The buttons on the right side of the homepage (figure 1) link to information about current and upcoming 

USCYBERCOM exercises. 

1. Read the Draft Battle Rhythm Instruction - Opens the Battle Rhythm 

Instruction, USCCI 3000-04. 

2. View All Events - Accesses all registered events, organizations, and 

meetings. 

3. Go to ExOps Homepage - Links to the ExOps homepage. 

4. View All Exercise Events - Accesses all events active in the current 

exercise. 

5. Battle Rhythm Portal Survey - Offers a survey form for user­

experience feedback. 

UNCLASSIFIED 

l�t •. c ••1 � D aft Oatt e 
.J Rh,thn 1r,•·ur.t1)'l 

,, I /,I 
All [ �' rt,;;, 

• 
Go T, F ,01 •, 

t 1 ,:n1,...pc19e 

D 
R,,'1 , �t·1H rn ,")rnt,11 

0.HVCV 

Fig11re 1 
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The Accord ion Search Tool 

The Accordion search tool (figure 1 ), at  the bottom of the homepage, al lows you to  narrow a search using 
bins. Select a bin title to open it and reveal a subset of bins. Each bin (e.g., By Level, By Plans Number, etc.) 
breaks down into more and more bins until a useful grouping of cross-functiona l events, organizations, or 
meetings have been isolated. When an individual event is found and selected, the corresponding event 
page will open. 

This filter design will help reduce your search time, while showing you up-front different routes you might 
take to find what you need. It a lso promotes awareness of the varying event types in operation and helps 
prevent superfluous activities. 

USAFRICOM USCENTCOM USEUCOM USINOOf'ACOM USNORTHCOM 
USSOUTHCOM USSPACECOM USSTRATCOM USTRANSCOM 

POrusmsc 000/0SD·P �:?.�; 1.egol JSJCJCS Setvices 

CCMOs UscY8ERCOM 
CMF CNMF AFCYBER FLTCYBER ARCYBEIVJFHQ-C 
MARFORCYBER 

_COR_BR Board CO\ltw;il Wonting Gloop Joint Planning 
Group 

Show AII Ew:nli 

Figure 1 - Expanded View of all Bin Titles 
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The Meeting Management Tool 

The new USCYBERCOM Battle Rhythm site now provides a tool suite that's useful for knowledge capture 
in support of all staff activities. 

To access the tools, you must first have an event page created for your meeting, organization, or cross­
functional event (CFE). If you don't yet have one, the Battle Rhythm Management Team (BRMT) will assist 
you. You can contact them at uscc_battle rhythm@cybercom. ie .go\l. Once your event page is onl ine, follow 
the instructions below to use the tool suite. 

Type "go br" in your browser to find the Battl e Rhythm (BR) home page (figure 1). Then select the View All 
Events button on the right side of the page (Event Name list is displayed) . 

• .. , , , , , . . , . . . 
, _

·
, • • . BR 

; • "  , • • •• ,, •· r� • ' :, , :, ,  . . , :. , ,  . .  / , • , ' · • . 

FS11@MFF:b\1i·l¥1#1·&·1 -
EMd'l o.o..,oi, � ,o a-.e CQITWT\IIN)et"s. � I.� c�ue (CO\C I � � .  5Nl'Od �ianoinc .OC>l,I N ,u,n .,,.,� . P,N).C\&b!t. V"'1 ac«I'� ....... tr;,,?1� Ns.e-d VOO"'I COO'-«' M'(I 
1('9e,I� � 

Vi,�1 B.ltue Rhylhm 
Pr�r .m1 Upd .. 1k•-.. 

1:1 f�, , 1 ,•, 1 1 1 · ! • • , 1· 
9 ♦ ll j 1 1 1' � • [ I ,  , t '  I 

i::l 
'c, , , ,, 

§11 ! ,, . , ' ,  � 

- ;,, � r, . . ' . 

/ I" , r! I t ., ["' • ,1 1 1 fl , ' I •· 

°'-./ h l , t  • '- ' U ' 

a v .. ,,. fc 
'7/ l J' •, , l ,,1 • , 

D 
(L1" • f� , • r n r• · • , 

- ' • '  ' 

Figiire I - Home Pa1:e with View AIL Events Circled 
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The tool suite is event-based, so you'll have to access your specific event first, then the tools wil l be 
available to support administration of only that event. 

From the Event Name l ist (figure 2) , select the event, organization, or meeting you'd l ike to manage. We'l l 
select the CFE, Battle Rhythm Management Board, for demonstration purposes (Event Page for selected 

board is displayed). 

BR  

Commander's Decision Board 
Commander's Update Brief (CUB) 
Culminati ng Event 
CYBERCOM Requi rement and Investment Board (CRIB) 
Cyberspace Forces Mission Al ignment Process (CFMAP) Worki 
Deputy Commander's Board 
ICC Sustainment Innovation Counci l  
Joint Planning Board (J PB) 
Joint Planning Group - Korea (JPG-K) 

Figure 2 - Event Name List with BRMB Circ:/ed 

The Event Page (figure 3) is a landing page for any given event, organization, or meeting registered on the 
porta l .  It enables you to access al l  administrat ive tools and resources provided. You may register your 
event by contacting the BRMT at u scc bat.tle.r_hy1bm@ky.b.er.com.ic.gOY.. Any member of the team will 
happily help you through the process. 

From here, you can create both agendas and meeting minutes. Find the Meeting Management Tool at the 
top-center of your event page, then select the globe icon (Meeting Minutes page is displayed). 

Purpo$e 
:-o uW..k Jlf-d ,1op10-1c- <Il l ,., .ttt-d b.Jtt ( rl")1hm �rb .»"'3 

a,(111\IIOH 'a• 1N.k.,1i:n 1'1 ! he  �P"ow,d DJl ' le  ,.,.,.thT 

Chair 

=il·MAIAl-tli 

B.111� Rn)thm M., n�rN:'fll - �Of'l\rr.tnd!Ni BR. CNll"9t1 

C0ut><II 

tJ.ltt� �Uwr M.in-19t�"t - SurYWNry of Otlrq1t-rd il-lnl-r 

(o..,rcd � C hM'ICJ• �.ak � 

by 1t'tc lRM M 1hc Cd � 

/ • • l 1 'I• , 

r.1 , 1 1 1 1  0 

Output lo: 

CulmiNting [yttnt 
B.itt� IUiy,twn Suvpoi1 �Mn 

Figure 3 - Event Page with Globe Icon Circled 
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Find Set Up Next Agenda at top-right and select the key icon (Meeting Minutes - New Item form is 

displayed}. 

7 '1 0  ln':-T·•1 ,1 ' 1on 

Hildl§iil·fflb 
.1., M1-t-t109 f',j,,1f'/"4 lf\l 
M�hf'tJ l�•l ro1 1 NSP 

a 
Pu rpose 
To ..,.11idJ1<' ;Jnd ,1ppt01,'t' .11l 1 t> • Jiti"d b.1tt e rh;•t.t·m t>Vffi'i •rld 
,Kt V Ill'� ,� , 1nclu�10n 1n th,,! JpJ:WOVed b.llt,e rh;,hm 

C h�w 
1 [1 7 "' ( JC n  

8.lnl� fih)'1t'om 
M,m-11i:;f'r'lt'nt (1 1111"1< ,I 
R.;nlP' Rh-11hm 
"-1 , . , . r .. ,.,, • ., ,  r, 1 1 1 , ,  I 

- Rt-comm� BR (h;ange-s 

- Summ..ry of Otlt(Jcttf'd �ttle 
'lh•t1!-in • Ch.t'lQ\' ApcrvvJI-. m..._1 .. 

Mcct.-,q Stlt1 luM.d3f, MYth 3rd 202C CO O'J 
M<"t"llf"fj rn,1 J 1 1.-vi.<1y kl ..-rh l•d )n.'O (\(I (),) 

,,, Me�IITT<J ,_.,.,� ln1 2 
j MCCl11'19 l:c,1 1.ot"I' NBP JCl:S 

t..1 .... ru  ') � 111 � , i1 f,1� la,n,. 1 f,t h 'C;>fl l O M  

Figure 4 - Meeting Minutes Page with Key Tenn Circled 

Fill out the form (figure 5) and select Save. A Title must be given, or the agenda won't post. Start Date and 
End Date must be the same. For Minutes POC, enter the person assigned to record minutes for the next 
meeting. 

Meeting Minutes - New I tem 

1 1 , ·  

I r• .,,,J · .- , , , . ,- - '- r , 1,ri 1 

UI D 

Co chJ.-

c3 1 2 AM V oo �  

� 1 2 AM v 00 v 

lou!Jon 

Attcndee-s 

B 
Nt'..-1 Mt-t"tlf\(_) ::J 12 AM v 00 v 

�� .. 0 

Figure 5 - Top Portion of Meeting Minutes - New Item Fom1 
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Note the field, Post-Meeting Minutes Notes, at the bottom of the fom,. It 's a reserved space that lets the 

facilitator return later to record subsequent developments. 

Post-Meeting M inute� Notes 

S.Ne CancPI 

Figure 6 - Bottom of Meeting Minutes - New Item Forni 

To edit a posted agenda, return to Set Up Next Agenda and find the most recent entry at the bottom of 
the l ist. 

7 �'0 l n'::ir"'1 r1' 1on 

Pu rJX>se 

To V.:'ihd.:iU .>nd ,>Ql)ro,.., .)II rt .-itC'd b.:Jutit' rh·,-tr'rri it'llCn� :md 

Ml iv hc-1 fer 1ni:lw,on m the- .ipp,ovM b,illl� 1 h1thm 

Chatr : Members 

8af11r A.hl!hm 
M,m"'J"'"lrt\1 (0110< I 
""11tW" fihf1hm 
•.� ,n  ..,_.,.,r,t c , ,. ,.,r I 

(, '-��:1nq tOmt ��1 
"-l-1 io1.J l:x ,1t,u, 1'40P 
"'1tt1inq St.lrt TuHd...,, M,11t"h 3rd io.ro 00 0:: 

H'.} fu<l fo,-,...1 ,'I)' M,1 1 1 1\ ) , , 1 ) 0 '0 00 00  

- Ac-commended B R  Ch.tnges 
e:io<J N.tirt: ,�\I .? 

- Summ,uy of Otltg,lff'd S.,ttle g Lout100· f'IBP 3tia 

'l:h-t1>'im Chariqf' Apmov�k m.1de- � ,-1•11J \1,111 F rut,y h ,n.- ,,.,t, ,r,.1n 1 0 0,1 

Figure 7 -Edit Mnst Recellt Agenda 

Select the edit button left of the meeting name; the auto-generated Meeting Minutes form will display 

with agenda information fi lled in. Edit the fom, and select Save. 

Meeting minutes can also be created apart from the agenda tool. Return to the Meeting Minutes page 

and select Create a New Meeting M inutes at the top-center of the page (Meeting Minutes - New Item form 

is displayed). Fil l  out and save as before. 

Chan : 
(r,<; 

Meeti n�Minutes 

Mem bers. 
�r nn 

M.Jn39�nt Coun( I 
Y.llt� J,( hythrn 
',1 -l ! U•"•..-nl (1 , w• ! 

- Sunvn.uy of Dl!ltgated B.lttle 
Plr/!hm C"h .. -..J,. Ap,·11.,...,4!,. 111-Kk 

Set U� Ne ,1 Agenda .,_ 

t, Mo!-t':1nq N lfl"t ,��T 
Mttting Lout,()f"' NSP 
Mttt.ng Su11 Tund� �l•·ch  ]rd 2020 00 0".! 
Mutu,g (nd lu!'�-"J' r-.t 11(h Jrd 2020 000'.) 

.,, Mt�'. •ng N!l"'f' Tt1I 2 
�1tttinq t0< 11 Of", t-�BP l� 
MtT'lf\i) �,111 l n 1,ry li,ne !b'h '<-►.'L 1 0 0-J 

Figure 8 - Create Meeting Minutes without an Agenda 
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The Action Tracker 

The Meeting Management Tool training article is prerequisite to learning about the Action Tracker. I n  it, 
you'll learn about creating an Event Page through which a l l  its tools can be accessed. 

To enter an action item, or task, find the Action Tracker header in the midd le of the Event Page and select 
the link, Create a New Task (web form is displayed). 

8�nle Rh-,-thm Roou,ce, • 

•,t, . • "''": '.' 1 1 1 • n ,  ' l  {t 

7 '.1 [) r f  • n Jt ) r  A 1-\ , , l r i i , .,_ 

Purpose: 
To vafid.ile � � Ml reUittd t>.nlt- rhythm �" .,-id 
«tivitin f0t indu�on in the- -,pprOVNt b.ltlk 1hy1t-rn 

Chair : 
cos 

Co-chair : 
None 

Facil itator: 

I I 
POC: 

I I 
Alternate POC: 

I I 
Frequency: 
Moo!My 

Start Date and Time: 
fnd'J. My 19th 201 9  

End Date and Time: 
n,,.,,14.,-. Juty 19th 2029 

Day of the Week: 
Thundoy 

Location: 
TSO 

Members: 
XJ70 CKO 
,, Dtputy 
Jl O.puty 
,.. Dtputy 
)7 O.puty 
J3 00CO 
n ooro 
JS O.puty 
,. o.pu,-,. 
,. O.puty 
BRM 

B.ittltt Rhythn M..-wgrnwnl - Retornn-.l"Kkd IR �  
Council 
B.itlle Rhy,hm M•Ng�nwnt - Sumnaty of °""9,lt.d a.ttlf' 
Coun<A RJ,y1hm ci-g. Awo,,.ls ...­

by lhe 8AM •t thc Cd i...t 

k, , <' ' 1 1 •� >-

Appn,ftd Mt Changes - Culnun.adng EVC'f'll 
�n'c- Rhy1htn Support Tum 

Meeting Minutes - NO MNT 
It'll b bfmb - �n- Rhythm M.n.gement 

(i f.ask Name: t,nt 

(; Tuk Ntmt: tfl.ting 

Councij 

(; f.Hk N,1mr: a.t� Rl,,y1hm .._, 8o,ard 

(; T ... N,m,, - Rhytlvn .._, _ 

( • 1 c, .., Ir rj ' .l !( r Nr, n :-i i  

'.1 , f [)  r,. 
Output t« 
CulmiNting Event 
a.ttlo Rhytlvn Sup$)0ft , • .,,, 
NO EVENT 

My l1't'l'lt 
Salt" �ttvn Md�fflf"fU BoMd 

lntH,lt from: 
I.mt Rhylhm M�t Council 

f) J i , 1 1 • ! / ! '  I ,  {'\ 

Outpul Otliwrabtn: 
o,.,._a.ttle Rhytlvn Site)Svl 
HOIIV To lEit 

...... Produ<U: 
o,.,._ ...... Rhytlvn Sit•.JS¥1 
How To TEii 

Figure 1 - Select "Create a New Task" 
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Fi l l  out the form and select Save. Note that the fields encircled below in red, Supporting Event and 

Supported Event, refer to CFEs, whi le the other two fields, indicating input and output, refer to products. 

The content of this form will be sent via e-mai l to the person or group assigned to the task. 

Gr,ortir.g (Vf!:n'.=> 

Supporl l "9 Evt'nt ; input) 

Gppo,trd Ew-nt "=> 

Batt le Rhythm M.1nagernen1 Board 
Battlr Rhythm Managt-mt-nt Council 
8dttlt' ;:1:hythm Support Team 
Chief of Suff Bo.1rd 
Comman,._dcn Dt-cis!_on Board 

Batt le Rhythm Management Board 
8,11t\e Rhy1hm M.anagemenl Council 
Banle Rhythm S...pport Team 
Chief ot Staff 80<1rd 

Comn�ander') Decision Soa,d 

:.rtd , 

AdJ , 

,\dd > 

•dd , 

Figure 2 - Bollom Portion of New Task Form 
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(bl ( 3 ) 10 U . S . C .  § 1 3 0b Key Links 

The Meeting Management Tool training article is prerequisite to learning about Key Links. I n  it, you 'l l learn 
about creating an Event Page through which all its tools can be accessed. 

The Key Links feature will help frequent visitors jump quickly to what they normal ly want to see. To insert 
links, find Key Links in the lower-right comer of the page and select Create a Link (web form is displayed). 
Fil l out the form and select Save. 
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Figure 1 - Select "Create a Link " 
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( b )  ( 3 )  10 U . S . C .  § 1 3 0b 
Document Library 

The Meeting Management Tool training article is prerequisite to learning about the Document Library. I n  it, 
you'll learn about creating an Event Page through which a l l  its tools can be accessed. 

To upload a document, find the Document Library header at the lower-right of the Event Page and select 
Upload Documents (web form is displayed). 

' ". 'U r 1 ' 1 1 1 ' ' l  � 
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to valid•h! and � .ii related b.11114! rhythm twnts and 
o11:t ivi1�, for incluMon in tt-.e .-pprowd b.Jnle rhythm 
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JI  O.puty 

Jl O.,,U,y 
J4 D<puty 
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8RM 

•.•, , • r , '·' t l l , ,  r r , r I T  {t 

r:, ' 1 1 ;1 J '  --

B,ule Rhythm M.tn.agi!n'Wfll - �CH'TW!'lltAHd SA c� 
Counol 
B•ltle Rhythm M�I - SufNNry of o.ltg,,wd � 
Cound lthy1hm CNng< App,ov  ... MOdo 

by the BRM •t tht Cd ii.wt 

Appt0Vtd 81t. Chlngt1 - cui.ni"'ting Evtf'A 
t.nle rthy,hm Support Tum 

Mttu,g Minutn - NO EVENT 

lftl for bfmb - 8.lnle Rhylhm MtNg�l1W'nl 

(i Tink N,nw: Int 

(t T.nk N.,n,· te1llng 

Council 

fl Tm N,..,, 8'<Ut Rhythm .._.,,.,,, eo.n! 

(i f•ik N•me: Batdt Rhi,1hm �I Bo.atd 
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t · 1  '- Ir 1 ,i ' t  r N '  11 i i  

... . f [) (t 

0u1pu, ... 
Cu�ting nffll 
- Rhytlvn Support ,..,. 
NO MNT 
a.tt• Rhythm MM\lgNMRI Council 

My [-
S.nle Ri'lv'hm �•�nt llo.ird 

Input from: 
....,. Rhythm ...._..,....  Counol 

0 i J •  • 1 l 1 1 , (\ 

Outpul l>fflvff-­
Draft_l.llttle Rhythm Sit•_J5'#1 
How To 1£,1 
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Or•IUl,nl< Rhythm Sito_JS.I 
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Intern.I l>oaamenb: 

[ 1 ,  , t > rt�-:> 

ONN e llol  

Figure 1 - Select "Upload Documents " 

Browse to choose a fi le and select OK (web form for add ing document metadata is displayed). 

Add a document X 

Choose a hie Browse_ I \ 

Figure 2 - Browse for a Document to Upload 
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Fi l l  out the form and select Save. For Event Name, always select your own event. For Product Name, select 
the output to which the document al igns. A product name must be selected, or the document won't 
d isplay on the event page. The Tra ining Content is exclusively for the Event Brief document type and 
al lows the user to reach out to the BRMT for assistance. If the document is for interna l use only, check the 
Internal Document option at the bottom. Select Save. 

Document Type 

Name • 

Title 

Event Name 

�roductName::> 

TrainingContent 

Select the Type the document fits under. 

l�D_r_af_t__B_at_tl_e_R�hyt�hm_S_ite ___ JS_v_2 _____ �j .docx 

! (None) --------
1 (None) "'..] 

------- --� . 

V 

I nternal Document D 

Save I I Cancel 

Figure 3 - Select a Product Name, so the Document will Post 

To see a l l  uploaded items for that event, go back to Document Library and select the globe icon. 
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NO MNl . 

My lv•nt 

Input from: 

/ IOH UN(S 
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+ AA 

Figure 4 - Select the Globe for All Uploads 
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Decis ions 

The Meeting Management Tool training article i s  prerequisite to  learning about Key Links and Decisions. I n  it, 
you' l l  learn about creating an Event Page through which a ll its tools can be accessed. 

The Decisions feature al lows you to store decisions of the Cha irperson separately to speed up searches. To 

enter decisions, find Decisions at the bottom<enter of the event page and select the key icon (web form is 

displayed). Fil l  out the form and select Save. 

Fnd D�11e anrl Tuue 

lht.,r�,, J.ily ,?th l:11 

Day of the Week 

L oc.c1t 1on 
·,n 

. • Cl'Hfl • ,ww fmk 

Mow To'thl 

. • � DonlMfflb 

© lol«nol o«um..,i,, 

·
• Ctfftt • ·� 

Con ' id = ,c 1 t  i ·v 

- --- -----------· 
Figure 1 - Select the Key Icon 011 the Decisions Header 
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